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PHIMT
Training Objectives

 Once you have completed this course, you will be able to:
— Describe the PHIMT application
— ldentify the user roles and permissions

— Perform the functions of the User Admin, Privacy Specialist,
and Regular User within the PHIMT



PHIMT Overview



PHIMT Overview
Objectives

 Upon completion of this lesson, you will be familiar with
the:

— Commercial Off The Shelf (COTS) product customization
— PHIMT Terminology
— User roles and associated permissions

— Hierarchy



PHIMT Overview

Customized COTS Product

e COTS product built for HIPAA Privacy
* Browser-based

e Centrally administered

e Shared database

* Designed to perform fundamental tasks
— Accounting of Disclosures

— Record retrieval requirements

« Consolidation of multiple tasks into an electronic
environment



PHIMT Overview
Terminology

e User - an individual with a unique login ID and Password
assigned to an organization within the tool

 Organization - a logical or physical entity such as an MTF, a
Service or TRICARE Management Activity

 Role - a named collection of permissions within the tool
A user can have the same roles in multiple organizations, or
different roles in multiple organizations



PHIMT Overview
User Roles and Permissions

« User Admin is a local admin for an MTF or a designated
Service. This role allows one to add/modify users from within
their Service and assign roles. This role will be handled by the
email account administrators for each MTF or Service

 Privacy Specialist is the Privacy Officer or designee at an MTF
or Service level. This role allows the user to maintain disclosure
reporting, approve/deny disclosure requests, amendments to
requests, restrictions to disclosures, disclosure suspensions and
generate associated letters

 Reqular User is a general role with basic functionality. This role
can create disclosures and authorization requests that can be
routed on to a Privacy Specialist




PHIMT Overview
Hierarchy

Tricare
Management
Activity

Privacy Specialist
Tool Administrator

MAJCOM

Privacy Specialist | Privacy Specialist

User Admin
Regular User

Privacy Specialist | Privacy Specialist
User Admin
Regular User

*[C] These do not exist at this point, but can be added to the PHIMT



PHIMT Overview
Summary

You should now be familiar with the:

COTS product customization
PHIMT Terminology
User roles and associated permissions

Hierarchy

10



PHIMT User Interface



PHIMT User Interface
Objectives

Upon completion of this lesson, you will be able to locate
the:

Login Screen
Patient Tab
User Tab
Admin Tab
Requests Tab
Requester Tab
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PHIMT User Interface
Login Screen

1. Enter the URL: https://phimt.tricare.osd.mil

a Motice and Terms OF Use - Microsoft Internet Explorer provided by Booz Allen Hamilton

File Edit ‘Wiew Favaorites Tools  Help

I Yahoo! = AszkJeeves LookSmart =02 ﬁ.:'i'gtt':,':,r,':,"|i§§r P Highlight

MHS Protected Health Information Management Tool

13



PHIMT User Interface
Login Screen

2. Read the Notice and Terms of Use
3. Click on the Accept button

MHS Protected Health Information Management Tool

THIS IS & DOD COMPUTER SYSTEM. THIS COMPUTER S%STEM, WHICH INCLUDES ALL RELATED EQUIPKMENT, METWORKS, ARD METWORK 1=
DEWICES (SPECIFICALLY IMCLUDIMNG ACCESS TO THE IMTERMET), ARE PROYIDED OMLY FOR OFFICIAL LS. GOWERMMENT BUSINESS. DOD
COMPUTER S%STEMS MAY BE MOMTORED BY AUTHORLZED PERSOMMEL TO EMSURE THAT THEIR USE 1S AUTHORIZED, FOR MAMAGEMENT

OF THE S%STEM, TO FACILITATE PROTECTION AGAMST UMAUTHORIZED ACCESS, AND TOVERIFY SECURITY PROCEDURES. MOMTORIMG
[MCLUDES "HACKER" ATTACKS TO TEST OR WERIFY THE SECURITY OF THIS SYSTEM AGAINST USE BY UMAUTHORIZED PERSONS. DURING
THESE ACTIVITIES, INFORMATION STORED OM THIS S%STEM MaAY BE EXAMMNED, COPIED AND USED FOR AUTHORIZED PURPOSES AMD DATA

CF PROGRARMS MaY BE PLACED IMTO THIS S%STEM. THEREFORE, INFORMATION Y OU PLACE OM THIS SYSTEM IS MOT PRIWATE. USE OF THIS
LoD COMPUTER SYSTEM, AUTHORIZED OF UMAUTHORIZED, COMSTITUTES COMSEMT TO OFFICIAL MOMTORIMNG OF THIS S%STEM.
MAUTHORIZED USE OF A& DOD COMPUTER SYSTEM MAY SUBJECT ¥OU TO CRIMIMAL PROSECUTION. EVIDEMCE OF UMAUTHORIZED USE
COLLECTED DURING MOMTORIMNG MAY BE PROWIDED TO APPROPRIATE PERSONMEL FOR ADMIMISTRATINVE, CRIMIMAL, QR OTHER ACTICR.

PRI ACY ACT WARNING i

[MFORMATION COMTAIMED IM THIZ SYSTEM IZ SUBJECT TO THE PRIVACY ACT OF 1974 (3 U.E.C. 5524, A% AMEMDED). PERSOMAL
IMFORMATION COMTAIMED IM THIZ S%STEM MAY BE USED OMLY BY AUTHORIZED PERSOMS IN THE COMDUCT OF OFFICIAL BUSIMESS. ANY
(MOIDUAL RESPOMNSIBLE FOR UMALTHORIZED DISCLOSURE OR MISUSE OF PERSOMNAL INFORMATION kAY BE SUBJECT TO FIME OF UP TO

5,000, E




PHIMT User Interface
Login Screen

3. Type in User Name and Password
4. Click on the Login button

MHS Protected Health Information Management
Tool

Wou are logging into the production server.
Infarmation in this version will be retained.

User Hame: ||

Passwor d:l

Enter your User Mame and Password to logon.
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PHIMT User Interface

Tabs

Maonday, January 24, 2003 Patiert Seatch  Logoff

Patient User / Admin '/ Reguests \/ Requester

o Patient
 User

« Admin
 Requests
 Requester

16




PHIMT User Interface

Patient Tab

Monday, January 24, 20

Current Patient:
[orne

SUmmary

Reguests

Record Dizclozure
Accounting Suspensions
Dizclosure Restrictions
Althorization

Patient Profile

Patient Search

Patient User Admin ./  Reqguests
Patient Search

FMP-3SSH [(Family Member Prefix and Sponsor SEN (I x-xm-xm- oo format))

-0OR -

by Hame fLast) (First)
[ N

-0OR -

by System 10 (the identifier created by this system for the persan)

I Search )

Fequester

Patient Search  Logoft
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PHIMT User Interface

User Tab

Monday, January 24, 2005

Current User:
Admint, Admind
LIS Thad,

Mty Profile
My Requests
ey Wiorklizt

Switch arganizations

Patient ser
User Worklist
User Worklist
A ctivity Feguest
Instance ID Session D

There are po activities on your worklist

Adrmin

Activity ID

Source

Fequests

Patient

Feguester

Feguester

Status

Patiert Search  Logoff

Creation Date
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PHIMT User Interface

Admin Tab

Mondsy, January 24, 2005
Patient "/ User Admin / Requests ./ Reguester

Current Admin: Administrative Summary
Admin, Admind

5 Thaa

Origin Organizations I-- Zelect -- ;I
Adminiztrative Summary
Administrative Statistics
Organizations
Gueue Users

Disclosure Imports Copyright @ New G Inc. Z000-2004, ALL RIGHTS RESERWED
Disciosure Imports History pynd = wemance;&ﬁz{mﬁ L

Patient Zearch  Logoff
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PHIMT User Interface

Requests Tab

Monday, January 24, 2005

Fatient User

g;';;“-“* SEILIEEE Create New Request

Select Request Type

Create Mew Reguest
Zearch for a Request Complaint

~  Dizclosure

(v Dizclosure Accourting

Mext i)

Fequests

Requester

Patient Search  Logoff
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PHIMT User Interface
Requester Tab

Patient Search

Logoff

Monday, January 24, 2005

Fatient User Admin Reguests Reguester

E“’“‘-"‘ Requester:  Requester Search
ang

Choose one of the following options:

Feguester Summary

Requester Requests
Requester Profile ILaW Offices of Jog Gibbz, 1411 Jefferson Davis, Arlington, Y& 20220 j [ Select i)

A. Select a Third-Party Organization (g thirc-party requester, sich as g law enforcement agehcy of Insrance company)

Reguester Search
B. Search for a Person (search for another person, of add a new ane®)

Hame (Last) (First) An * may be nsed a5 g wildcard.

I . I

System 1D (the Sdentification namber created By this system far the person)

¥ Include Patient Records

I ¥ Include Mon-Pstient Records
FMP-55H (an external identifier for the person)

I { Search )

C. Search for an Organization (search for ahother organization, or add a new ope*)
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PHIMT User Interface
Summary

e You should now be able to locate the:
— Login Screen
— Patient Tab
— User Tab
— Admin Tab
— Requests Tab
— Requester Tab



User Admin Functionality



User Admin Functionality

Objectives

Upon completion of this lesson, you will be able to:

Describe the process of obtaining a User Admin account
Create user accounts

Setup a workflow

Setup a queue

Create requester favorites

Disable users

Transfer users
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User Admin Functionality

Obtain a User Admin Account

 Requests for User Admins to be created must be routed to
and approved by the Service Representative

 The Service Representative will route the approved
request to the HIPAA Support Center

 The HIPAA Support Center will establish the User Admin
account and provide the User Admin login information to
the appropriate individual

25



User Admin Functionality

Create User Accounts

« The User Admin is responsible for adding users and
assigning roles to the users within their organization

« User Admin provides the user with their login information

 Determined by Service specific requirements or MTF
reguirements

26



PHIMT User Interface
User ID and Password Requirements

e User ID:

— Assigned by the User Admin, usually first initial of the first
name and complete last name (follow Service guidelines)

— Duplicate User Name not allowed by the application

e Password:
— 8-15 characters long and must contain at least one
— Alphabetical uppercase character
— Alphabetical lower case character
— Arabic numeral (0, 1, 2, 3, 4)
— Non-alphanumeric special character (l.e. !, @, #, $, etc.)

27



User Admin Functionality

Create User Accounts @ofs)

1. Select the Admin Tab
2. Select the Add User hyperlink

Monday, January 24, 2005
Lger Admin ‘

Current Admin: Organizations
Soovel, Matalie

5 Thia,
Origin Organizations
Organizations

Logoft

Contact  Contzct

Application Users IC» Matne Parent Mame Address Person  Phone
Gueue Users o .
1006 10tk MED GROUP-USAF ISAaF L, 4102 Pinion Drive Ste 4000
ACADEMY CO SAF Academy, CO 80840
< fidd User 1109 10th Med GROUP- PETERSOM AFB HG@ AR FORCE SPACE
COMRARD
957  11THMED GRP-BOLLING HZ Air Farce (Direct reporting 238 Brookley Avenue R 125
unit) Bolling AFB, DC 20032
1070 11tk Wing IS Ajr Farce 11 MDGISGHD 238 238 Brookley

Ave
Biolling AFB, D 20032
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User Admin Functionality

Create User Accounts ¢ot3)

3. Enter user information (name, phone number and email

address)

4. Enter a unique User ID (No duplicate IDs are allowed

across all Services)

Monday, January 24, 2005

Llger Adrmin
Current Admin: Us=ser Profile
Scovel, Natalie
LIS Thid,

* Hame [Last) (First) Micictie) (arAdr)
[ptitier , |Erin | |

Organizations
Application Users

Gugue Lsers Phone Humber (grea code, phone number(oo—ooc), and extension if applicabie)

User Search {Please note, this phone yumber will be dizspiayed on Jetters as contact information.)

S User dms ) |555-3231 ext.

Systemn 10 (the identifier created by this system for the person)
IEI
*User 1D (yser fagin hame)

Iemiller

Email (example: fohnfi@yahoo com)

|erin miller@tma osd.mil

Logotf

29



User Admin Functionality

Create User Accounts @ots)

=
5. Enter a temporary new password and confirm new password

6. Select organization from the drop-down box and select the
appropriate user role

7. Click on the Save button

Hew Password |
Users can update
the information in
the signature block
from their User
Profile. Follow
Service specific
requirements

Signature Block (Piease note, s text will display in g letter's signatul

L3 %

14

Comments (geperal comments gbaut or for the user)

=

User Roles

Organization Privacy Specialist  Regular User  User Admin - Primary

US Thid, r ™ r o

Save i)
30




User Admin Functionality

Workflow Setup @ofs)

Once a user has been added and their organization and
user role is established, the User Admin can establish the
workflow for that user’s disclosures

The workflow delineates the process by which requests
are routed within the system

Workflows should be set up so that a Regular Users work
will be routed to a Privacy Specialist for approval or denial

31



User Admin Functionality

Workflow Setup ¢ofs)

1. Scroll to the bottom of the User Profile screen
2. Click on the New button next to Privacy Specialists

Allowed Worklist Yiewers | Ml ¥

Blatne Start Date End Diate

There gre ho Allowed Worklist Fiewers copfigured. Click new to gdd one.

Backup Persons | Pl ¥

Blatne Start Date End Diate

There gre ho Backip Persons configared. Click pew to add ane,

Information Officers | =T ¥

Blatne Start Date End Diate

There gre ho information Officers configired. Click pew to add one.

Pri“aw Specialim
- Start Date End Diate

There gre ho Privacy Specialists copfigured. Click new to add one.

Request Routing Contacts | Py ¥

Blatne Start Date End Diate

There gre ho Request Rogting Contacts configured. Click new to add one.




User Admin Functionality

Workflow Setup @ofs)

3. Enter search criteria
4. Click on the Search button

Moncday, January 24, 2005 Logoff

User Adrmin

Current Admin: User Profile \ User Search
Scovel, Matalie
LIS Thit,

(First)

Organizations I James
Application Users !
Queue LIsers System 1D (the identifier created by this system for the person)

Uzer Search I

Add User

33




User Admin Functionality

Workflow Setup w@ofs)

5. Select the appropriate Privacy Specialist from the search
results and click on the Select button
Monday, January 24, 2005 Logoff
Lser Admin

Current Admin: User Profile \ User Search

Scovel, Matalie

LS THA, Search Results

W] Maime S5 Birth Diste Address

Drggnizgﬂ = 404 Wilzan, James
Application Uszers
Queue Users
Uzer Search M
fudd User Other options:
Adiust your search criteria and try again.

Copyright @ Mew Govemance, Inc, Z000-2004, ALL RIGHTS RESERWED
iarsion: .24
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User Admin Functionality

Workflow Setup sofs)

6. Set Relationship Start Date / End Date (End Date optional)
7. Click on the Save button

Monday, January 24, 2005 Logyoft
Llser Adrnin
TR CABITITS User Profile | Privacy Specialist Details
Scovel, Matalie
LIS Thid,
Related B po lames Wilson
o izati
rasnizEtons Relationship Start Date [(WANDA TORY the date when the relationship began ar will Begin)

Application Users
Gueue Users

oiezdizons B

User Search Relationship End Date [OOTIONAL the date when the relationship ended or will end)
Add User
[ =N

{ Save L

35




User Admin Functionality

Workflow Setup ofs)

8. Privacy Specialist is added to the User Profile screen

Allowed Worklist Viewers | Mewy ¥

Matne Start Date End Date

There are ho Alfowed Warklist IWlewers canfigured. Click hew to add ane.

Backup Persons | Rlewy )

Matne Start Date End Date

There are ho Backlp Persohs cohfigured. Click hew to add one.

Information Officers | Ry ¥

Matmne: Start Date End Date

Theve gre ho information Officers configured. Click new to adad ane.

Privacy Specialists | Meny i

Matmne: Start Date End Date

Request Routing Contacts | e ¥
Matne Start Date End Date

There are ho Request Rogting Contacts configured. Click new to add one.




User Admin Functionality

Queue Setup aors)

A queue is a distribution list for a specific organization that
IS comprised of two or more Privacy Specialists

« The User Admin at the local command sets up queues

 Queues are created to expedite the process of
approving/denying a disclosure

e Only users affiliated with a given organization will see that
organization's routing options

37



User Admin

Functionality

Queue Setup @ors)

1. Select Admin Tab
2. Select the Queue Users hyperlink

Monday, January 24 2005

Current Admin:
Scovel, hatalie
L= Thal,

Organizations

‘ Ggeue Users

Uzer Search
Add User

Uzer

Organizations

Origin Organizations

Contact  Contact

Logoft

L Marme Parert Mame Addrezz
Petzon  Phone
1006 10th MED GROUP-USAF J=AF A 4102 Pinion Drive Ste 4000
ACADEMY CO UEAF Academy, CO 80340
1109 10th Med GROUP- PETER=OMN AFE  HQ AR FORCE SPACE
CObA AR
967  11THMED GRP-BOLLIMNG HZ Air Farce (Direct reporting 238 Brookley Avenue R 125
unit) Bolling AFB, DoC 20032
1070 11th Wing = Ajr Force 11 MDGISGEHD 238 238 Brookley
Ave
Bolling AFB, DZ 20032
833 12157 GEM HOSP SECUL 18th MEDCOM - KOREA, nit # 15244
APC AP
L AE205

38




User Admin Functionality

Queue Setup @ors)

3. Click on the Modify button to add a new queue

Tuesday, January 25, 2005 Logaff
User Adrmin
Current Admin: Queue Users
Scovel, Matalie
LIS Thia,
User Queue | TM& Medical Clinic =] Modity 2
Organizations
Application Users Queue Members All Other Users
Gueue Uzers
Joe Jones Admin 53 =
User Search Joe Miller Acmin Admin
Aidd User Joe Smith User Admin
Pradesp Thaivalapgil Mike Beedle
Christopher Browen
Ted Browen
Yince Carter
Ancly Cirillo

Amanda Calartuani
Laverneus Coles

———— |Liza Dorzey
4 Enable ] Amanda Dunlap
A | Chad Michael Dunlagp
Chad Michael Dunlap
Chad Michael Dunlap
Chriz Foster
. Zarkiz H Jalkian
¥ Disable ] Sarkis Jalkian |
" |doe Johnzon
First Micldle Last




User Admin Functionality

Queue Setup @ors)

4. Click on New

Tuesday, January 25, 2005

Lzer Adrnin
Current Admin: User Queues
Scovel, Matalie
LIS Thia,

User Queues

Organizations
Application Users I Ciuele Mame
Suieue Users T [ThMa Medical Clinic

Uzer Search
Add Uszer

{ Save 1

Copyright @ Mew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wirzion: .24

Logoft
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User Admin Functionality

Queue Setup sots)

5. Enter the description of Queue in the text box
6. Click on the Save button (screen will not change)
7. Once saved, select the Queue Users hyperlink

Tuesday, January 25, 2005 Logaff
LIzer Adrnin
Current Admin: User Queues
Scovel, Matalie
L= T,
User Gueues | Pl )
Organizations
ICr Geue Mame

&
Geue Users 1 ITMA edical Clinic

User Search - ;
Acd User INa'-.faI Hozpital

Copyright @ New Gowemance , Ine. 2000-2004, ALL RIGHTS RESERWED
‘wiersion: 224

P\
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User Admin Functionality

Queue Setup @ofs)

8. Select the Queue you created from the drop-down box

Tuesday, January 25, 2005

Current Admin:
Scavel, Matalie
IS Thid,

Organizations
Application Uzers
Gueue Users

Uzer Search
Add Uszer

User

Adrmin

GQueue Users

User Queue

Queue Memb

Thid, Medical Clinic

Thi& Medical Clinic

Joe Jones
Joe: Miller
Joe Smith

Pradeep Thaivalapgil

#1 Enable ]
¥ Disable ]

i Modity )

All Other Users

Admin 53

Admin Acdmin

Uzer Admin

Mike Beedle
Christopher Brown
Ted Broven

Yince Carter

Andy Cirilla

Amanda Colantuoni
Laverneus Coles
Liza Dorsey
Amanda Dunlap
Chad Michael Dunlap
Chad Michasl Dunlap
Chad Michael Dunlap
Chris Foster

Sarkiz H Jalkian
Sarkiz Jalkian

Joe Johnson

Logyott
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User Admin Functionality

Queue Setup ors)

9. Select the users that you want to add to the queue and

click on Enable
10. Click on the Save button

Current Admin:
Scovel, Matalie
US Tha

Crganizations
Application Users
Quele Users

Lzer Search
Acld Uzer

GQueue Users

User Queue INavaI Hospital ;I

Queue Members

Erin Miller
James \Wilson
Clirton Partis
4 Enable ]
¥ Disable ]
Save

[ Moclify )

All Other Users

Admin 33

Acimin Addmin
Admind Admina
Acmingd Acdmind
Admind Admind
Adming Adming
Admin? Admin?
Adming Adming
Amanda Colantuoni

Chris Foster
Christopher Broven
First Middle Last
Fred Thomas
Igar Mameshin
Joe Johnzon

Joe Jones

Joe Miller

Joe Smith

Hevin Yark
Laverneus Coles
Liza Dorsey

Mike Beedle
Mouse Mickey
Matalie Scovel
Matalie Scavel

| »
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User Admin Functionality

Queue Setup @ors)

11. The Queue that you added will show up in the user’s

worklist

There are ho activities for this quede

Tuesday, January 25, 2005 Logoff
Uger Admin

Current User: User Worklist
Scovel, hatalie
LIS Ths,

User Worklist
Wy Profile & ctivity Request - . .
My Reguests Instance ID Sezsion ID Activity 1D Source Patiert Requester Status Crestion Date
My Whorklist

There are ho activities ol your workiist

Switch arganizations
Haval Ho=pital Worklist
Activity ID Saurce Patient Reguester Status Creation Date

 Accept )
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User Admin Functionality

Requester Favorites

* An organization can create a list of requester "favorites"
that show up in the requester drop-down list box

« User Admins can set up the list of favorites per
organization

« If an organization name is not in the favorites list, the user
will be allowed to search for it manually

« A given "requester” can appear in multiple "favorites" lists

45



User Admin Functionality

Requester Favorites- Searching for
Organization @ofs)

1. Selectthe Admin Tab

hMonday, January 24, 2005
Uszar Admin ‘

(EITTETLS L[ User Worklist
Scovel, Matalie
L= This,
U=er Worklist
Wty Prafile Sctivity Reguest . . .
by Requests Instance ID Zezzion D Activity IO Source Patient Reguester Status Crestion Date
My Worklist
There are po gctivities on your worklist

Logoft

Switch organizations

Copyright & Mew Gowvemance, Inc. 2000-2004, ALL RIGHTS RESERWED
wiarzion: 2.24
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User Admin Functionality

Requester Favorites- Searching for
Organization (ofs)

2. Select the Organizations hyperlink
3. Select the ID hyperlink for your Origin Organization

Monday, January 24, 2005 Logyoft
ser Admin

SHIFET 2GS Organizations

Zcavel, Matalie

IS This,

Origin Organizations

Gueue Users

Contact  Contact
Petzon  Phone

() Marme Parent Mame Addrezzs

4102 Pinion Drive Ste 4000
JEAF Academy, CO 30340

1006 10th MED GROUP-USAF SAFL

User Search ACADEMY CO

Add Uszer

HG AR FORCE SPACE
COnbdARD

10th Med GROUP- PETERSOM AFB

11TH MED GRP-BOLLING

HZ Ajr Farce (Direct reparting
unit)

238 Brookley Avenue R 125
Bolling AFB, DC 20032

1070 1 1th ing

Uz Ajr Force

11 MDGISGHG 238 238 Brookley
Lve
Bolling AFB, DC 20032




User Admin Functionality

Requester Favorites- Searching for
Organization ofs)

4. Scroll down to Favored Requesters and click on the Add
button

i Update )

Contact People | Rlewny )

IC» Matmne Phone Address Pritnairy

Theve are carvehtly no contact people associated with this organization. Click pew to add one.

Child Organizations | Meswy ¥

I Matme Address Contact Perzon Contact Phone Active

Thare are cirvehtly no child organizations associated with this organization. Ciick pew to add ane.

Favored Requester @

L Lro= Address

There are cirrehtly no favared requesters associgted with this arganization. Click new to add ane.

Associated Addresses | Pl ¥

1T Street City State Zip Alternate Prirmary
709 4102 Pinion Drive Ste 4000 USAF Academy o a0s40 Mo {*

48



User Admin Functionality

Requester Favorites- Searching for
Organization @ofs)

5. Enter organization search criteria
6. Click on the Search button

Monday, January 24, 2005 Logaff
User Admin

LTTEI (T T Requester Search
Scovel, Matalie
LIS Thit Choose one of the following options:
Organizations A. Select a Third-Party Organization (g thiva-parly requester, sdch as a law enforcement agency oF Insirahce compahyl
Application Users Law Orffices of Joe Giohs, 1411 Jefferson Davis, Arlingtan, a4 20220 = (" Select )
Gueus Uzers g

Uszer Search B. Search for a Person (search for gnother person, ar add @ new ane*)

Add User

Hame {Last) (First) An * may be nsed s 8 wiidcard.

I il I

Systemn 10 (the identification number cregted by this system for the person)
I ¥ Inciude Patiert Records

¥ Inciude Mon-Patient Recards

FMP-SSH (an external fdentifler for the person)

I [ Search )

¥ for the arganization)

| (__Search h

* You must search for an existing requester or requesting organization betare adding @ hew one,




User Admin Functionality

Requester Favorites- Searching for
Organization (ofs)

7. If requester is not found, click on "Create a new requester
as an organization"

Monday, January 24, 2005 Logoff
ser Admin

OO (il Requester Search Results

Scovel, Matalie

L= Thid,

Search Results

Oraanizations I Mame Address
Application Users o
Cleue Lsers There were ho resuits that matched your search criterla.
Uzer Search i
A—dd Lser Other options:
Adjust your search criteria and try adgain.
Create & new regquester a5 & persan.
'Create a nevy requester as an organization.
Copyright @ Mew Gowemance . Inc. 2000-2004, ALL RIGHTS RESERWED

‘Jersion: 2.24
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User Admin Functionality

Requester Favorites- Adding New
Organization @ofe)

8. Enter the name of the Organization
9. Select the organization type from the drop-down box

Monday, January 24, 2005 Logoff
Lger Admin

Sl sl Organization Details

Zcovel, Matalie

LIS Thia,

*Hame (s 8 spbsidiary, start the organization name with its parent's name)

Organizations
Application Users
Geue Users

ILaW Offices of M. Mccarron

Type

Uszer Search I Aftarney |
Add User

DMIS Code (an optional alternative Jdentifier for the organization)

Parent Organization

S Thid

Ahlernate Communication Instructions (special instroctions to send correspondence to the arganization)
=
=
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User Admin Functionality

Requester Favorites- Adding New
Organization ofe)

10. Scroll down to the bottom of the screen and click on the
Save button

Parent Organization
5 Thia,

Alternate Communication Instructions (special instroctions to send carrespandence to the arganization)

=

Comments (geheral comments abawt or for the orgarnization)

=
-
=
Primary (checked if the organization is primany)

-

Active [checked iFthe organization can be selected for awthorizations, disclosires, etc.)

"

Origin (checked Fthe organization cah be selected a5 an origin for disciasires)

-

RequesterRecipient (checked iFthe organization can be selected a5 a requester aor reciplent for disclosyres or requests)

7

(Th
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User Admin

Requester Favorites- Adding New

Functionality

Organization ofe)

11. Enter the Organization Address Details and click on the
Save button

Monday, January 24, 2005

Current Admin:
Scovel, Matalie
LIS Thid,

Organizations
Application Users
Gueue Users

User Search
Add User

lser Adrrin

Address Details

Address Format (AP0 apd FPO gadress sholid Nee USA format)
Usa & nternationsl ©

* Address Line 1 (the primany address lne)

|1 23 Deer Lane

Address Line 2 (parmally @ siite or geartment)

*City (city hawme, oy APO ¥ FPAO)

IArIingtu:un

* State [two character state Identifier: 1L, MN, CO, etc., or AAAE AR for APCYFRPO)
WA -

* Postal Code (LISA: dhitisE 3R
fz23as |

Comments [gereral comments ghont ar for the address)

sts—’ﬁ

Lagaff
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User Admin Functionality

Requester Favorites- Adding New

Organization @ofe)

« If you are entering a International address, select the
International radio button

onday, January 24, 2005

urrent Admin:
ovel, Matalie
E Thit,

ganizations
plication Users
eues Users

L=zer Search
ld Uszer

Usar Admin
Address Details

Address Format (AP0 and FPO address showld nse USA format)

uss  Iterrtionsl Gk

Country (country hame)
I.&ntigua ;I
International Address Line 1

International Address Line 2

International Address Line 3

Comments (general cormments about or for the address)

K& O

{ Save )

Logoft
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User Admin Functionality

Requester Favorites- Adding New
Organization ofe)

 The organization that you added now appears in your
requester favorites

i Update

Contact People | Py )
& Marme Phone Address Pritmaty

There are currently no contact peaple associated with this arganization. Click new to add one.

Child Organizations | Mew ¥
L Mame Address Contact Person Contact Phone Active

There are currently ho child arganizations associated with this arganization. Click new to add one.

Favored Requesters | Aol b

- o Address
1220 Lawe Offices of M. Mocarron 123 Deer Ln., Arlington, WA, 22345 rEmOvE
Associated Addresses | ey ¥
T Street City State Zip Alternate Primary
709 4102 Pinion Drive Ste 4000 USAF Academy [o(8] 50540 Mo i
Phone Humbers | ey ¥
I Phone Comtnent Active Primary

There are currently ho phone pumbers an record for this organization. Glick new to add one,




User Admin Functionality

Requester Favorites- Adding New
Organization ofe)

 When logging in as a Regular User, the organization you added
will appear in the requester drop-down box for your organization

Tuesday, January 25, 2005 Patient Search  Logoff

Patient Lser Requests Requester

ﬁ“f"‘-"* Requester:  Requester Search
one

Choose one of the following options:

Reguester Summary
Reguester Requesty

A. Select a Third-Party Organization (2 thirdparly requester, sich 25 WG enforcement agency ar Insurance companyl

Reguester Profile ILaw Offices of M. Mccarron, 123 Deer Ln., &rlington, 44 22345 i Select )
Requester Search
B. Search for a Person (search for another person, or add a new ane*)
Hame (Last) (Flest) An * may be uzed a5 8 wildeard.

I . I

System 1D (the identification number cregted by this systerm for the persan)
I ¥ Include Patiert Records

¥ Inciude Mon-Patient Records

FMP-SSH (2 external identifier for the person)

I i Search )
C. Search for an Organization (search for another organization, or add a new one*)

Hame (Al or part of the name of the organization. An * may be nsed 25 3 wildcard.)

DMIS Code (the external identifier for the arganization)

I ( Search )
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User Admin Functionality

Disabling Users @ots)

« |If a user transfers to another facility or separates from the
Service, the User Admin needs to disable that individual’s

ability to access the tool
e You cannot delete users from the system

— Future auditing
— Disclosures tracking

— Users are attached to records they created
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User Admin Functionality

Disabling Users @ots)

1. Select the Admin Tab

2. Select the User Search hyperlink

Monday, January 24, 2005

Current Admin:
Scovel, Matalie
LIS Tha

Organizations
Application Uzers
Gueue Uszers

Lser Admmin

Organizations

Origin Organizations
ICr Matmne

1008 10th MED GROUP-USAF
ACADEMY CO

Parent Mame

=AFA

Logoff

Contact  Contact

R EEE Person  Phone

4102 Pinion Drive Ste 4000
USAF Academy, CO 30540

1109 10th Med GROUP- PETERSOMN &FB

HG &R FORCE SPACE
CObAARD

967 11TH MED GRP-BOLLING

HE Air Farce (Direct reparting
unit)

235 Brookley &venue Rk 125
Bolling AFB, D 20032

1070 1 1th Wing

U= Ajr Force

11 MDGISGHD 238 233 Brookley
Ave
Bolling AFB, DC 20032

33 1215T GEM HOSP SEQUL

18th MEDCOM - KOREA

Unit # 15244
APC AP
96205
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User Admin Functionality

Disabling Users ots)

3. Enter search criteria
4. Click on the Search button

Monday, January 24, 2005 Logoff
User Adrnin

Current Admin: User Search

Scovel, Matalie

LIS Thia,

Hame {First)

Crganizations
Application Users

QueLe Lzers System 10 (the identifier created by this systerm far the persan)

Uzer Search I

Addd Llzer

Copyright @ New Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
wirzion: .24

[rtiter , [Erin
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User Admin Functionality

Disabling Users @ots)

5. Click on the radio button next to the user to be disabled
6. Click on the Select button

Monclay, January 24, 2005 Logoft
User Adrmin
Current Admin: User Search
Scovel, Matalie
L= Tha2, Search Resulis
1D Matmne =N Birth Date Addrezs

Orggnizgtiu:uns & 560 Miller, Erin
Application
GQueue Uze

U=zer Search %

Add Uzer Other options:
Adiust your search criteria and try again.

Copyright @ Mew Gowemance, Inc. Z000-2004, ALL RIGHTS RESERWED
wiarsion: 2.24
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User Admin Functionality

Disabling Users ots)

7. Scroll down and place a check in the “User Disabled” box
8. Click on the Update button

R prevent dser from wsing the syster)

Confirm Hew Password

Signature Block (Piease nate, this text will dispiay In g letter's signature biock.)

L

Comments (general comments abont o far the nser)

KIS O

U=zer Roles

Organization Privacy Specialist  Regular User  User Admin Primaty
S Thid, r I r s
I(select other) j I~ I~ I~ o
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User Admin Functionality

Transferring Users @ofe)

« A transfer from one MTF to another can only be executed
by the User Admin at the Service level

o |f a user transfers to a new organization, the User Admin
at the receiving location would initiate an action for the
transfer according to Service requirements

o |f a User transfers from one Service to another, please
contact the HIPAA Support Center at

— Hipaasupport@tma.osd.mil

 The User Admin can only search for users within their
level of the hierarchy
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User Admin Functionality

Transferring Users ofe)

1. Select the Admin Tab
2. Select the User Search hyperlink

Monday, January 24, 2005

et A \
Current Admin: Organizations

Scavel, Matalie

LIS Thia
Origin Organizations
Organizations Contact  Cortact
Application Uzers ICx Mame Parent Mame Address Ferson  Phone
Queue Users o .
1006 1 Oth MED GROUP-USAF ISAFA 4102 Pinion Drive Ste 4000
: User Search > ACADEMY CO USAF Academy, CO 50540
1109 10th Med GROUP- PETERSON AFB HG &R FORCE SPACE
COMMAND
967 11THMED GRP-BOLLING HG Air Force (Direct reparting 238 Brookley Avenue R 125
unit) Bolling AFB, DC 20032
1070 1 1th Wing IS Ajr Force 11 MDGISGEHD 238 238 Brookley
Aye
Bolling AFB, DC 20032
833 1 215T GEN HOSP SEQLUL 16th MEDCOM - KORER, it # 15244
AP0 AP
,9E205

Logoft
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User Admin Functionality

Transferring Users @ofe)

3. Enter the search criteria
4. Click on the Search button

Monday, January 24, 2005 Logoff
Lser Adrnin
Current Admin: User Search
Scovel, Matalie
LIS This,
Hame [(Flrst)
Organizations I'Mlscun Idames

Application Users
Queue Lisers System 1D (the identifier created by this system for the persan)

Uzer Search I

Add User
[ Search ‘

Copyright & Mew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
Warzion: .24

64




User Admin Functionality

Transferring Users wofe)

5. Click on the radio button for the user to be transferred
6. Click on the Select button

Monday, January 24, 2005 Logoff
Llser Adrmin
Current Admin: User Search
Scovel, Matalie
LIS Tha, Search Results
10 Marme: SEM Birth Drate: Address
Orgs!nizgticuns k) Wilzon, James
Application Users

Gueue Users

zer Search %
Ldd User Other options:

Adiust your search critetia and try again.

Copyright & Mew Gowvemance, Inc, 2000-2004, ALL RIGHTS RESERWED
“wiarsion: 2.24
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User Admin Functionality

Transferring Users ofs)

7. Scroll down to the User Roles section

8. Select a new organization from the drop-down box and

make any changes to the user role

9. Select primary radio button for the new organization
10. Click on the Update button

Commemnts (geheral comiments about ar for the user)

=
=
U=zer Roles
Organization Privacy Specialist  Regular User  User Admin Primary
IS This, v r - o
| TRIPLER AMC-FT SHAFTER | W r r S

' Update )

Allowed Worklist Viewers | Py ¥

[Mame Start Date End Date
There are ho Allowed Workiist Iewers configured. Click new to add ane.
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User Admin Functionality

Transferring Users @ofs)

11.Remove the check for the old organization and role
12.Click on Update

Comments (gereral comments about or for the user)
=
[~
U=er Roles
Crganization Privacy Specialist  Regular User  User Admin Primar
1= Thia, r r r r
TRIPLER AMC-FT SHAFTER - I+ - I ¥
Update
Allowed Worklist Viewers ey
Mame Start Date End Date
There are po Alfowed WWaorklist lYiewers configured. Click new to add one.




User Admin Functionality

Summary

You should now be able to:

Describe the process of obtaining a User Admin account
Create user accounts

Setup a workflow

Setup a queue

Create requester favorites

Disable users

Transfer users
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Privacy Specialist/Reqgular User
Functionality



Privacy Specialist/Regular User Functionality

Objectives

 Upon completion of this lesson, you will be able to perform
the tool functions related to:

— Patient Records

— Disclosures

— Accounting of Disclosures
— Suspending Disclosures
— Restrictions

— Authorizations
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Patient Records



Patient Records

Objectives

e Upon completion of this lesson, you will be able to:
— Search for a patient record
— Add a patient record
— Create an alternative address

— Create an alternative telephone number



Patient Records

Search for a Patient Record ot

 The user must search for a patient record in order to:
— Track a disclosure
— ldentify an authorization or restriction

— Track a complaint

 The user can search for a patient record using the Family
Member Prefix Sponsor’'s SSN (FMP-SSSN) or the
patient’s name

— Partial searches are allowed
 |f you don’t know the FMP
 If you only know part of the Sponsor's SSN
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Patient Records

Search for a Patient Record ot

1. Select the Patient Tab

Tuesday, January 25, 2005 Patiert Search  Logoff
Fatient ; Lser VW PReguests ./ Heguester
ﬁ""e““ patient Patient Search
arne

FMP-SSSH (Family Mermber Prefix ahd Sponsor SSN (IR xx-me-xx-xxeo format]) En h anc ed SearC h

PE'“E.”‘ Frofis | - | | Features- Users can
Patient Search _OR.- now search by the
by Hame (Last) (First) Patient’s FMP-SSSN
[ N
_OR-

by System ID (the fdentifier created by this systern for the person)

——

i Search )
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Patient Records

Search for a Patient Record zofa

2. Type in the Search criteria (FMP-SSSN)
3. Click on the Search button

Tuesday, January 25, 2005

Fatient ; User W/ Reguests %/ Reguester
LT s (8 Patient Search
More
Patiert Profile

Patiert Search

by Hame fLast) (First)

-0R -

by System ID (the Jdentifier created by this system for the person)

——

(" Search «

Patient Search  Logoff
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Patient Records

Search for a Patient Record ot

4. Search Results will display

Tuesday, January 25, 2005 Patiert Search  Logoff
Patient User Feguests Feguester
(ENTTELS LT =T Patient Search Results
Smith, Joe J
O70sM98s
52?{??5:\: 20- Search Results ful FMP-555H = | 20121131414 | ‘sﬂr‘tﬂd .!.'IE birth dato ! I
I FWP [atne S5 Birth Date Address
Patiart Profile iy EEISmith, Joe 121131414 1965-07-05 158 Midland Pkwy Charleston, SC 29404
Patient Search FIMALSESN 20-12 0031404 {F2004-07-20 to 2004£07-20)
 Select )
Other options:

Adiust vour search criteria and try adgain.

Creste & nevy Patient record.

Capyright & Mew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wirsion: 2.24
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Patient Records

Partial Search (No FMP) @of4)

1. Type in an asterisk in the FMP text box followed by the
Sponsor’'s SSN
2. Click on the Search button

Patient Zearch  Logoff

Fricay, January 14, 2005

Fatient ; Lser “/ Reguests ./ Feguester
(ENTTES TR Patient Search
one
FMP-S55SH [(Family Member Prefix and Sponsor SEN {in oo format))
Patient Profile Ix _ |21-1 _ |-1 2 _ ISQEM-
Patient Search _OR-

by Hame (Last) {First)

-0OR -

by Systemn ID (the identifier cregted by this system for the person)

P
w:n
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Patient Records

Partial Search (No FMP) @of4)

3. The patient will appear followed by dependents sorted
by Date of Birth (DOB) if present

Friday, January 14, 2005 Patiert Search  Logofi
Fatient User Feguests Requester
Current Patient: Patient Search Results
MNone
Patient Profile Search Results for FMP-SSSH = [ *-211125994 | (sorted by birth dats
I FMP Mame SEN Birth Date Address
Batient Search & 4853 30 Jordan, Michael J 211125994 l1970-03-05 W 411 Jefferson Davis Fallz Church, Wa,

FMAEEEN 30-211125994 (200411-08 to 200411-08)

488 21 Jordan, Jaunita 549556935 Primary address naot selected

FMALEESN 21-211125994 (2004 13-08 to 2004-11-08)

¢ 491 0@ Jordan, James 936549579 Primary address naot selected

FMALEEEN Q2-291125994 (2004 13-08 to 2004-13-08)

¢ 490 01 Jordan, Jeffrey 426369265 Critnary address not selected

FMAGEEN Q1-291125994 (2004 13-08 to 2004173-08)

{ Eelect )

Other options:
Adjust your search criteria and try adain.

Create & new Patient record.




Patient Records

Partial Search (Last 4 digits) @ofa)

1. Type in an asterisk in the first three FMP-SSSN text fields
followed by the last four digits of the Sponsor’'s SSN

2. Click on the Search button

Fridary, January 14, 2005 Patient Search  Logoff
Patient Llser Reguests Requester
I [ ETE Patient Search
Mone
FMP-SSSH (Farmily Member Prefix ahd Sponsor SEN (T8 x-sss- - farmat))
Patient Profile I* ) I* ) I* ) ISEIEI4
Patient Search -OR-
by Hame (Last) {First)
-OR -

by System ID (the identifier created by this system far the persan)

——
w}
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Patient Records

Partial Search (Last 4 digits) (aof 4

« The patients results screen will display all patients who
have the last four digits of the SSN that was searched

Fricksy, Janusary 14, 2005 Patient Search  Logoff
Patient Lser Reguests Reguestar
Current Patient: Patient Search Results
Mare
Patient Profile Search Results for FMP-SSSH = [ **-*5094 | fsorted by dirth date )
I FMP Mame S5 Bitth Date Address
Batient Search @& 515 30 Trump, Donald 111115994 1960-02-05 Primary address not selected

FIMA-SEEN 30111110994 (20044 2-15 to 200412-13)

(™ 488 30 Jordan, Michael J 211125994 1970-03-05 1411 Jefferson Davis Fallz Church, Wi
21589

FIWA-EEEN 30-21717125994 (2004-11-08 to 2004-11-08)

¢ 489 21 Jordan, Jaunita 549356955 1976-02-15 Primary address not zelected

FIMA-EEEN 21-211125994 (2004-11-08 to 2004-11-08)

¢ 491 02 Jordan, James 986549373 1990-02-16 Primary address not zelected

FIWA-EEEN 02-2111 25994 (2004-11-08 to 2004-11-08)

¢ 490 01 Jordan, Jeffrey 426369265 Primary address not selected

FIMA-EEEN 01-211125994 (2004-11-08 to 2004-11-08)

( Selest )
Other options:

Adjust your search criteria and try again.
Cregte a new Patient recaord.




Patient Records

Add a Patient Record qofe

« |f a patient record does not exist in the PHIMT database,
then the user must add a patient record

 New patient records cannot be created without first
searching the database
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Patient Records

Add a Patient Record ¢ofe

1. Select the Patient Tab

Tuesday, January 25, 2005 /
Fatient ; L

ser "/ Requests ./ Reqguester

Current Patient: Patient Search
Mone

FMP-SSSH (Family Mepber Prefix ahd Sponasoy SEN (T8 - ano format))

Patiznt Profile [ | | |
Patiert Search _OR-
by Hame (Last) (First)
| a
_OR-

by System ID (the identifier created by this system for the person)

——

i Search )

Patiert Search  Logoff
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Patient Records

Add a Patient Record zofe

2. Type in the search criteria (patient’s name)
3. Click on the Search button

Patiert Search  Logoff

Tuesday, January 25, 2005

Patient ; User %/ Heguests %/ HReguester
(ENTES L Patient Search :
Nane New Naming
FMP-SSSH (Family Member Prefix and Sponsor SSN (0 x-c-a=xeoc format]) conven tl on
Patient Profile . ano
[ S S implemented (Military
Patient Search _OR- form at)
by Hame (Last) (First)
IHramer , IF‘eter
Last name, First

name
by System 1D [the identifier created by this system for the persan)

—

" Search «
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Patient Records

Add a Patient Record wuofe

4. If no results matched your search, select the Create a
New Patient Record hyperlink

Patient Search  Logoff

Tuesday, January 25, 2005

Patient Lser Feqguests Reguester
I L LTS Patient Search Results
Mone
Fatient Profile Search Results {sorted by bivth date
IC» Marme S5 Birth Date Address
Patiert Search There ware ho resuits that matched yvolr search chiterla.

Other options:

Create g nevw Patient record.

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
arsion: 224
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Patient Records

Add a Patient Record sofe

5. Enter Patient Information: (name, type, SSN, birth date,
email, FMP-SSSN)

6. Click on the Save button

Tuesday, January 25, 2005 Patient Search  Logoff
Patient ; User Y/ Reguests  Reguester
L P T Person Details
Mone
* Hame fLast) (Flrst) (Micieile) FErAdr)
Patiert Prafie [rramer , [peter
Patient Search * Type

| Patiert =
SSH (in sEEIEEEEEE format, enter D00-G0-0000" §F not known)
fzze 1z _|seea

System ID (the identifier created by this system for the person)
u]

* Birth Date (birth date in MWDDVYYYY format)
joz g t|1970

Email {example: fohnfigyvahao.cam)

Ikramerp@yahoo.com

FMP-S55H (Family Member Prefix and Spopsor SEN (p oooocxaons format))

E0] e _Jrz - JeTeT

Alternate Communication Instructions (special instructions to send carrespandence to the persan)

=

Comments (general comments about ar for the person)

[
[~
=

Save D]




Patient Records

Add a Patient Record ©ofe

= >
7. Enter Address Details: USA or International format
8. Click on the Save button
g;'nr;f-'"‘ Patient: Address Details Current Patient: Address Details
M
Address Format (AR0 and FAO aciress shuuld use USA farmat) = Address Format (AP0 and FPO address showid wse USA format)
i i {* ' i
Patiert Profile LA International Patiert Profile Usa © international
Patiert Search * Address Line 1 (the primary address line)
Patient Search Country (country hame)

[211 River Road

Address Line 2 (normally @ suite or apartment)

* City (efty name, or APO or FPO)

|.&Iexandria

* State (wo character state Identifier: IL, MN, CO, efc., or 44, AE AP for APVFPO)
YA T

* Postal Code (USA. thiREHRRE)

Comments [gensral camments about or for the address)

w.ﬁ

IArrtigua j
International Address Line 1

International Address Line 2

International Address Line 3

Comments [general comments about or for the adidress)

= I

' Save )
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Patient Records

Create an Alternative Address o 12

* A covered entity shall permit individuals to request and
shall accommodate reasonable requests by individuals to
receive communications of protected health information
from the covered health care provider by alternative
means or at alternative locations

-DoD 6025.18-R C10.2.2
-164.522

e An alternative address can only be created by a Privacy
Specialist
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Patient Records

Create an Alternative Address ¢or12

1. Select the Patient Tab

Tuesday, January 25, 2005

Patient f User Admin FRequests
LELTE S8 Patient Search
Mone
FMP-S55H (Family Member Prefix and Sponsor SEN (I soeaoo-xx-oeoo format))
Summary I I I I
Fecuests ) ) )

Fecord Disclosure
Accourting Suspensions

Dizclosure Restrictions by Hame {Last) (First)
Avtharization
Patient Prafile I , I

Patiert Search -OR -

by System ID (the identifier created by this system for the persan)

—

i Search )

Requester

Patient Search  Logoff
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Patient Records

Create an Alternative Address @or12)

2. Enter the patient search criteria
3. Click on the Search button

Tuesday, January 25, 2005

Patient ser Admin Feguests
IR PEOEmE Patient Search
Maone
FMP-3SSH (Family Member Prefix ahd Sponsar SEN (T8 5x-m0m-xx-mos format))
Summary [0 Cfz s _[iae
Feguests

Fecord Disclosure

_OR-
Accourting Suspensions
Dizclozure Restrictions by Hame fLast) {First)
Autharization
Patient Profile I . I

Patiert Search -OR-

by Systemn ID (the identifier created by this system for the person)

—

Requester

Patient Search  Logoff
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Patient Records

Create an Alternative Address uor12)

4. Search Results will display
5. Select the patient

Tuesday, January 25, 2005 Patiert Search  Logoff
Fatient Lser Admin Fequests Reguester
Current Patient: Patient Search Results
Mone
Summary Search Results for FMP-S55H = [ *20-121131414 | (sorted by birth date )
Reguests [ =] Marme 55N Birth Diate Address
Fecord Disclosure @ 292 20 Smith, Joe J 121131414 1968-07-05 185 Midland Pkwey Charleston, SC 29404
Accounting Suspensions
Disclosure Restrictions FIMPLSSSN 200121131414 [2004-07-20 to 2004-07-20)
Authorization
Patiert Profile
. Select
Patient Search
Other options:

Sodiust vour search critetia and try acain.

Create & new Patient record.

Copyright E Mew Gowvemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wiersion: 2.24
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Patient Records

Create an Alternative Address sor12)

6. Select the Patient Profile hyperlink

Patient Search  Logoff

Tuesday, January 25, 2005

Fatient Lser Admin Fequests Requester

Current Patient: Summaw
Stmith, Joe J
07 05 963 An atternate address exists far this patiert.
FhiP-S=5M:20-
121131414

Summary kem Filters | Dizplay ﬁ
=
R;:-ILT;Z;Z I an I Disclosures [T Suspensions | Restrictions [ Report= [ Letters [ authorizations [ complaints

Record Dizclosure
Accourting Suspensions
Dizclozure Restrictions
FIZ
Patient Profile

Copyright @ Hew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
‘wiersion: 2.24

Patiert Zearch
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Patient Records

Create an Alternative Address ©or 12

7. Scroll down to the Associated Addresses box and click on
the Alternative Communication button

Alernate Communication Instructions (special nstructions to sepd corvespondence to the person)

=end all info to afternate address

BN

Comments (general comments abont or for the person)

(" Update ) (
Inssncia‘ted Addresses I i Mewy 00 Aternate Communication

() Street City State [} Afternate Primary
1193 188 Miclland Phansy Charleston sC 29404 ez iy

N Im

Phone Humbers | Mewy ¥

T Phone Cormmerit Active Primary

There gre clrrehtly ho phaone hambers an Yecard for this persan. Click new o add ane.
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Patient Records

Create an Alternative Address o 12

8. Enter the Address Detalls: USA or International format
9. Put a check in the Alternate box

Tuesday, January 25, 2005

Patient Zesrch  Logoff

Patient Lser Admin Reguests Requester

Current Patient: Patient Profile | Address Details
Smith, Joe J
073 965 Address Format (AP0 and FPO aodress showkd vase USA format)
FRP-SS5R20- & . e~
1M1 4 L=, International

* Address Line 1 (the primany address line)
Summary -
Requests |23 King Street

Record Disclosure
Accourting Suspensions
Dizclosure Restriction=s I

Address Line 2 frormaily 8 site or apartment)

Avuthorization
Fatient Profie * City (clty name, or APC ar FPO)
Patiert Search ICharIestu:un

* State (two character state identifier JL, MM, CO, ete., or A4, AE AP for APOYFPO)

SC -

* Postal Code {LISA: tEHRE fHEE)
[pasas |

Comments (geperal comments about or for the address)

Ahernate this an alterngte gddress? AN communications will be sent to this gddress JiF checked.)

W




Patient Records

Create an Alternative Address sor12)

10. Select Approved or Denied from the Outcome drop-down

box

Record Disclosure
Accounting Suspensions
Dizclozure Restrictions
Authorization

Patient Profile

Patient Zearch

Address Line 2 (rormally @ suite or apartment)

*City (eity pame, ar APO oF FPO)

ICharIestu:un

* State fwo character state Jdentifier: I1L, MN, CO, ebe., or A4, AE AP for APCYFRO)
B -

* Postal Code (LIS tHERHEHER)
|a4535 . |

Comments (general carmments abolt ar for the address)

=

=
Alternate (s this an aiternate address? All communications will be sent to this address i checked.)
v

Outcome (incicate whether request for alternate address s gopraved ar denled)

I Approve
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Patient Records

Create an Alternative Address ©or 12

11.0Once the outcome is selected, click on the Save button

Record Dizclosure
Accounting Suspensions
Dizclozure Restrictions
Authorization

Patient Profile

Patiert Search

Address Line 2 (rormalily 3 siite or apartinent)

*Ciby [ty name, or AP0 or FPO)

ICharIestu:un

* Btate (two characier state Identifier: 1L, WMN, CO, ete., or AAAE AR for APOYFRPO)
=C -

* Postal Code (USA: #HEHHESHERE
|8453l3 . |

Comments (geheral caminents about or for the address)

=

=

Alternate (s this an afternate address? ANl commanications will be sent to this address if checked.)
v

Outcome (indicate whether request for alternate address Is approved or denied)

I Approved ;I

T&
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Patient Records

Create an Alternative Address oof12)

12.Enter an appropriate comment in the Alternate
Communication Instructions text box

13.Click on the Update button

Email (example: johnii@yahoo.com)

FMP-SSSH [Family Member Prefix and Sponsol SEN (T xomoo-xoeeoos format))
IR EN A

Alernate Communication Instructions (special instructions to send correspondence to the person)

Joe Smith weould like all of his correspondence sent to an atternate address.| :I

[

Commemnts (geheral comments about ar for the parson)

(w

Associated Addresses | Pewy O Aternste Communication )

=
[~

I Street City State Zip Alernate Prirmary
1373 23 King St Charleston SC 4536 hy= ey

—

193 158 Micland Plwey Charleston =C 29404 Yes '




Patient Records

Create an Alternative Address aiof12)

14.Scroll to the bottom of the Patient Profile screen to view
the added alternative address

Email fexarmple: fohnfi@yahoo.com)

FMP-555H (Family Mernber Prefix ghed Sponsor SEN [in xomo-=-oos fovmat))
20 o s -fra14

Ahlternate Communication Instructions (special instractions to send corvespondepee to the person)

Joe Smith swould like all of hiz carrespondence sert to an aternate address.| :I
[
Commenmts (general comments about or for the persan)
-
[
( Update )
Associated Addresses | ey O [ Alternate Communication )
D Street City State Zip Alternate
1373 23 King St. Chatleston SC 84536 Yes

lﬂ 3 188 Midland Pleay Charleston sC 29404 Yes

Phone Humbers | Ry ¥

I Phone Comment Active Primary

There gre carrently no phone pumbers on record for this persan. Click new to add one.




Patient Records

Create an Alternative Address @2of12)

o After an alternative address has been recorded, a note will
appear on the Patient Summary Screen

uesday, January 25, 2005 Patient =earch  Logoff

Fatient User Admin Reguests Feguester

urrent Patient:

; Sununae
nith, Joe J
MD31965 An atternate address exists for this patient.
AP-S55k: 20-
1131414

Summary ltemn Filters | Dizplay "J
ISy

quests [T a2 [T Disclosures [ SUspensions [ Restriction= [ Reports [ Letters [ Authorizations T Complaints

cord Disclosure
counting Suspensions
eclosure Restrictions
ithorization

tierit Profile Copyright @ Mew Gewemance, Inc. 2000-2004, ALL RIGHTS RESERWED

wiarsion: .24
Patiert Search
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Patient Records

Create an Alternative Telephone
_ Number aofa

* |Individuals have the right to request an alternative
telephone number for receiving communications related to

their PHI
* An alternative telephone number can be created by
Regular Users and Privacy Specialists
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Patient Records

Create an Alternative Telephone
Number ¢ora

1. Scroll to the bottom of the Patient Detalls screen

2. Click on the New button next to Phone Numbers

Comments (gereral comments about or for the person)

=
[
i Updste )
As=sociated Addresses | Py O Aternate Communication )
IC Street City State Zip Afternate Primary
1373 23 King St Chatleston SC 34536 Yes i
119 155 Micland Pl Charleston SC 29404 hy== -
Phone Humher
() Phane Comment Active Primary

There are carrently no phone numbers on record for this person. Click new to add one.
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Patient Records

Create an Alternative Telephone

_ Number @ora

>
3. The Phone Number Details screen will display (choose
USA or International format)

4. Type in the phone number and enter any comments

5. Click on the Save button
Tuesday, January 25, 2005 Tuesday, January 23, 2005

Patient User Admin Requests Reguester Patient User Admin Requests Requester
e L Phone Number Details ] Phone Number Details
Smith, Joe J Smith, Joe J
07051983 Phone Format 07054968 Phone Format
FMP-SSEH. 20- FMR-S5EH:20-
12131414 st @ etereionel 121131414 LA
Summary Phone Humber (area code, phone humber, and extension if apalicabie) Summary Phone Humber (enter couptrecode, area code and phone pamber together, follawed by the extension)
Requests Requests
Record Disclosure (IBUS ) |435 - IB?BQ et I Record Discloure I e, I
gizzloousrﬁlrnegRS:gE;T;ins Comments (general comments about or for the phone) g;zlo;srﬁlrrégéﬁﬁ;?;?s Comments (general comments about or for the phone)
Authorization This iz & call phane number with vaice mall. Authorization ﬂ
Patient Prafile Patient Profile
[
Patiert Search Patiert Search

Active (15 this an active phone? nactive phones are going to be remaved from display and archived )

F
[ Gave 4

Active (is this an active phone? inactive phones are going to be remaved frot dispiay and archived)

F
( Sae )
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Patient Records

Create an Alternative Telephone
_ Number uora

6. The phone number you added will appear on the Patient
Details screen

Alernate Communication Instructions (special instrictions to sehd correspondence to the persan)

Send all info to aternate address ;I
=
Commemts (geheral comments about or for the person)
=l
=
 Update )
Associated Addresses | Mewy 30 Aternate Communication )
IC» Street City State Zip Alternste Primary
1373 23 King St Charleston S 34536 YES iy
1143 188 Miclland Plwey Charlestan SC 29404 Yes '

Phone Humbers | Mt ¥

() Phone Camment Active Primary
83 (8031 435-6759 Thiz iz & cell phone number with woice Yes s

/ il 102




Patient Records

Summary

e You should now be able to:
— Search for a patient record
— Add a patient record
— Create an alternative address

— Create an alternative telephone number
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Disclosures



Disclosures

Objectives

e Upon completion of this lesson, you will be able to:
— Record a request for disclosure as a Regular User

* Regular Users can now update the Patient’s address in
the middle of a disclosure request

— Record a disclosure as a Privacy Specialist
— Approve/deny a disclosure

— Amend a disclosure
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Disclosures

Recording a Request for Disclosure o1z

Individuals have the right to an accounting of disclosures
DoD 6025.18-R requires us to record specific information

Chapter 13 pertains to the Accounting of Disclosures
Policy

Regular Users record requests for disclosures and route
them to their Privacy Specialist for approval or denial
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Disclosures

Recording a Request for Disclosure o1z

1. Select the Requests Tab
2. Click on the Disclosure Radio Button
3. Click on the Next button

Tuesday, January 25, 2005 /

Current Request:

Create Mew Request
Maone

Select Request Type
Create Mew Reguest
Search for a Request @Disclnsure

¢~ Disclosure Accounting

Mext

Fatient User Feguests Reguester

Patient Search  Logoff
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Disclosures

Recording a Request for Disclosure @of12)

4. Enter patient search criteria
5. Click on the Search button

Tueszday, January 25, 2005 Patient Search  Logoff
Patient Lzer Requests / Requester

Current Request: Select Patient

Disclo=sure @ [:-2-;.} [:TE'.-“} [H_:i-“,'- [H__E-"}

Create Mewy Reguest ]
Search for a Reguest Patient Search

FMP-555SH (Family Member Prefix and Spopsor SEN (T8 x0m0m-eos farmat))
fao Cjern _hz _jg7er

_OR -

by Hame (Last) (First)

_OR -

by System 1D (the identifier created by this system for the person)

—

(wh
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Disclosures

Recording a Request for Disclosure @of12)

6. Select the radio button next to the patient’'s name
/. Click on the Select button

Tuesday, January 25, 2005 Patient Search  Logoff

Fatient User Reguests Reguester

Current Request: Select Patient
Dizclosure — — — —
® (2) (3) (a) (5)

Create Mewy Reguest .
Search for a Regquest Patient Search Results

Search Results for FMP-SS5SH = [ *30-211128767 | {sorted by birth date )
I FhP Mame =SSN Birth Date Address
61 30 Kramer, Peter 234125689 1970-08-11 211 River Rd. Alexandria, WA, 22454

FMALSEEN 30-21 1 28767 f2005-01-25 o 2005-01-23)

w}

Other options:
Adiust vour search criteria and try adaEin.

Create g neww Patient record.
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Disclosures

Recording a Request for Disclosure o1z

« |f the request is being made by the patient themselves,
8. Click on the Select button next to the patient’s name

Patiert Search  Logoff

Tuesday, Januaty 25, 2005

Patient User Requests Reqguester

Current Request: Select Patient Select Requester
Disclosure Pt Pt ) P
(1) @ [3) [ 4) [5)

Create Mew Reguest
Search for a Request Requester Search

Choose one of the following options:

A, Select the Patient (the request is being made by the Patient themseles)

Famer, peter w

B. Select a Third-Party Organization (2 thirtpary requester, soch a5 g law enforcerment agencly oF INSERcEe corpany)

ILaw Offices of Joe Gibbsz, 1411 Jeffersan Davis, Arlington, Y& 20220 LI i Select "1

C. Search for a Person (search for another person, or add @ hew one*)

Hame {Last) (First) An * may be nsed 35 g wildcard,

I H I

System 1D (ihe identification number created by this system for the persan)

FMP-SSH (an external identifiey for the persan)

I i Search )

¥ Include Patiert Records
¥ Include Mon-Patiert Records

0. Search for an Organization (search for another organization, or add a new one*) 1 10




Disclosures

Recording a Request for Disclosure @of12)

9. Confirm Requester and Recipient Details
10. Click on the Next button

Tuesday, January 25, 2005 Patient Search  Logoff
Fatient User Hequests Requester

Current Request: Select Patient Select Requester

Dizclosure

€} ( : ) (3 (&) (5

Create Mew Request L. .
Search for a Request  Confirm Requester and Recipient Details

Patient: Peter Kramer

Date of Birth: 1970-05-11

S5H: 234125689

Address: 211 River Rd., Alexandria, VA
22454

Requester: Peter Kramer change

Address: 211 River Rd., Alexandria, A 22454 ¥ | sdd pew

Recipient: Same a5 requester
zet 3 different recipient

( Back ) et h
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Disclosures

Recording a Request for Disclosure (of12)

11.Enter in the Request Details: (details of the request,

identity verification, and authority verification)

Tuesday, January 25, 2005

Current Request:
Dizclosure

Create Mewy Request
Search for a Request

Patient Lzer Reguests Requester

Select Patient Select Reguester  Request Details

o~ o~ o~ S~
™ ©) ©) (@) ©O)

Request Details

Details of the Request (requester's comments, or instructions abalt this request)

* Requester ldentity Verified (wzs the reguester's identity verified?)
| Patiert Iertifier =

Description of Requester Identity Verification (i the requester's identity was verified, how was it verified?)

license -
e

* Requester Authority Verified (was the requesters autharity to aceess infarmation verified?)

IF‘atierrt iz Requester ;I

Patient Search  Logoff

Description of Requester Authority Verification (0F the requester's authority was veritied, how was i’ verified?)

Pstient iz requester il
.

Information Start Date (the start dabe for the Information in MMOONYYY format)

 Er
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Disclosures

Recording a Request for Disclosure gof12)
12. Scroll down the screen and enter: (Information start and
end date, request format, and request classification)

13.Click on the Next button

* Requester Identity Verified (was the requester's identity verified?)
| Patiert Idertifier |

De=scription of Requester Identity Verification (iF the requesters identity was verified, how was it verifieds)

license -
-

* Requester Authority Werified (was the requester's gothority to access information verified?)

IF'atient iz Reguester ;l

Description of Requester Authority Yerification ¢ the requester's aothority was verified, how was it verified?)
Patient iz requester ﬂ
-

Information Start Date [the start date for the Infarmation in MDD Y'Y format)

||31 (2542005 v|

Information End Date (#he end date for the Information In MW OO0 farmat)

IDZD_SD_DDS v|

Request Format (the format in which this request has beeh recalived)

I Received Request in Writing LI

Request Classification (an aptional classification for this request)

[ Medical
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Disclosures

Recording a Request for Disclosure o1z

14.Enter in the Disclosure Detalls: (Disclosure type, status,
disclosure date, treatment start and end date, origin
organization, disclosure purpose)

Tuesday, January 25, 2005 Patient Search  Logoff

Patiant User Fequests Fequester

T L Select Pofient  Select Resuester  Recuest Detaiks Disclosure
Disclozure Details

— — — .
(1) (2) (3) @ (5)
Create Mewy Request

Search for & Request . .
Disclosure Details

Dizclosure Type (the bype of disciosire)

ILaw Enforcement Purposes

Disclosure Status (ihe siatus of the disclosure)
IF‘ending vl
Disclosure Date (the disclosdre date o MWOOSWYY format)

[0 72512008 v|

Treatment Start Date (the service start date in MEDOOYY format)

|1 2072004 v|

Treatment End Date (the service end date [n MWOOSY WYY farmat)
||:|1 A 5E2005 v|

Origin Organization (where the disclosure originated)
D =l

Dizclosure Purpose (the poroose of the disclosure)

I Lawy Enforcement 1 14




Disclosures

Recording a Request for Disclosure @oof12
- 15. Scroll down the screen and enter: (PHI description and -
disclosure comments)

16. Click on the Next button

Disclosure Purpose (the parpose of the disclosdre)
ILaw Enfarcement j
Cther:

| =

Protected Health Information Description (the description of the Protected Health Information disclozed)

Complete Health Record(s)
Conzultation Repott(s)
Dizcharge Summaty

History and Physical Examinastion
Laboratory Test(s)

Operative Feport(s)

Pathology Repaort(s)

Frogress Maotes

=

Disclosure Comments (the INTERNAL comments far this disciosyre - these do NOT show wep in the Protected Health

Information disclosure report)

=

Cmm ) (e < — 115




Disclosures

Recording a Request for Disclosure aiof12)

17.Enter in the Request Action Details

18. From the Action drop-down box, select the appropriate

routing option (Privacy Specialist)
19.Click on the Save button

Patient User Requests Reguester

Current Request: Select Patiert Select Requester Reqguest Details Disclosure Detsilz - Request Action

Dizclosure ~ ~ , —
(1) (2) (3) (4) @

Create Mevy Reguest i
Search for a Request Request Action

Patient

Hame: Peter Kramer

S5H & 234125689

Birth Date: 03-11-1970

Address: 211 River Rd., Slexandria, WA 22454

Requester Recipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandria, W5 22454

Details of the Request (requester's comments about the scope of this request)

Approved Part (for partially sppeoved requests, describe pant of reguest that was approved)

| 3

Denied Part (for partialiy denied requests, describe part of request that was denled)

| 3

Action (gction for this request)

|

|Routeto Privacy Specializst
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Disclosures

Recording a Request for Disclosure @2of12)

= >
20.The Disclosure Request Summary will display
Tuesday, January 25, 2005 Patient Search  Logoff
Patient Llser Requests Reguester
Current Request:
D;LI’:-SWE que Request Summary
Patient
Summary Hame: Peter Kramer
Hiztory SSH # 2347125639
Dacuments Birth Date: 03-11-1970

Request Detailz
Disclosure Details

Reguest Action Requester Recipient
Hame: Peter Kramer

Creste Mew Request Address: 211 River Rd., Alexandria, Wa, 22454
Search for a Regquest

Address: 211 Fiver Rd., Alexandria, Wa, 22454

Request Status: Routed for Approval
Request Creation Date: 01723572005 &t 04:06:05 PM EST

Request Last Update Date: 012552005 st 04:06:06 Ph EST

Other Request Details
Dezcription Detailz

Request Type Disclosure

Details of the Request

Dizclozure Type Type: Lavw Enforcement Purpozses, ID; 268, Date; 012502005
Start Date 01/25/2005

Endd Date 02/25/2005

PHI tems Complete Health Record(=)

Authority Werified Patiert is Requester 1 17




Disclosures

Update Patient Address @ofe)

e For adisclosure to be valid, a patient’s address must be
entered

 The Regular User can update the patient’s address in the
middle of the disclosure request
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Disclosures

Update Patient Address ofe)

1. Click on the Request Tab
2. Select the Disclosure radio button
3. Click on the Next button

MWonday, January 24, 2005 Patient Search  Logoff
Patient Lser Requests Feguester
ﬁ“’“‘r“‘ Bz el Create New Request
ane

Select Request Type

Create Mew Reguest
Search for a Reguest @Disclnsure

¢~ Disclosure Accounting

Mext )
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Disclosures

Update Patient Address @ofe)

4. Type in the patient’'s FMP-SSSN
5. Click on the Search button

Monday, January 24, 2005 Patient Search  Logoff
Fatient User Requests / Reqguester
Current Request: Select Patient
Dizclozure e — — —
@ I 2) I 3) I, 4) I, 5)
Create Mewe Request

Search for a Reguest Patient Search

FMP-SSSH (Farmily Member Prefix and Sponsor SEN {10 0o format))

jor fzr _pz _|so94

“OR.

by Hame {Last) (First)
| N

-OR-

by System 1D (the identifier created by this system for the persan)

—

—— T
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Disclosures

Update Patient Address wofe)

 The primary address is not entered
6. Select the patient

Monday, January 24, 2005

Fatient User Reguests Feguester
Current Request: Select Patient
|ZCI0EUre @ (2) (3) (a) (3)

Creaste Mewy Request .
Search for a Request Patient Search Results

Search Results for FMP-SSSH = [ *01-211125994 | (sorted by birth date )
D FhiF Mame S5 Birth Date

FMA-ZEEN -211125994 (2004 11-08 to 2004 11-08)

Patiert Search  Logoff

Address

= 490 01 Jordan, Jeffrey 426369265 Pritnary address not selected

TN

Other options:
Adiust your search criteria and try again.

Create a new Patient record.
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Disclosures

Update Patient Address sofe)

7. Type
8. Click

In the patient’s address
on the Save button

Maoncay, Janusry 24, 2005

Current Request:
Disclosure

Creste Mew Reguest
Search for a Reguest

Patient Search  Logoff
Patient User Requests / Requester

Select Patient Select Requester

|f1J @ |f3 ) fq )]

Address Details

Erroris) have occurred:
m Patient's primary address is missing. You must enter an address to continue.

Address Format (AP0 and FPO address showid nse USA format)
uss * mternationsl O

* Address Line 1 (the primarny address line)
1234 Main Strest

Address Line 2 (normally @ stite or apartment)

*City (elty watne, or APO or FPO)

|Alexandria

* State (two character state identifier: 1L, MN, CO, etc, or AAAE AP for APCVFRPO)
WA T

* Postal Code (LS4 SERELHERE)

Comments (general comments ghout o for the address)

X I

ﬁw
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Disclosures

Update Patient Address ©ofe)

o After saving the address, you can continue with the
Disclosure Request where you left off

MWonday, January 24, 2005 Patiert Search  Logoff
Patient Lser Requests Reqguester
Current Request: Select Patiert Select Requester
Dizclosure — o o —
(1) @ (3) (a) (5)
Create Mewy Reguest
Search for a Request Requester Search
Choose one of the following options:
A. Select the Patient (the request Is belng made by the Patient themselves)
|Jordan, Jetfrey i Select i)

B. Select a Third-Party Organization /a3 thiriparty requester, sch 25 3 Jaw exfarceiment agency oF IRsOrance colmpany)

ILaw Offices of Joe Gibbs, 1411 Jefferson Daviz, Arlington, Y& 20220 LI i Select “J

C. Search for a Person (search for ahother persoh, or add 8 hew one)

Hame (Last) [First) An ™ may be osed 85 8 wiidcard.

I . I

Systemn 1D (the jdentification number created by this system for the persan)

¥ Include Patiert Recards

I ¥ Inciude Mon-Patiert Records
FMP-SSH [an sxternal identifier far the person)

| ( Search )
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Disclosures

Approving/Denying a Disclosure @ofa)

 Once a Regular User routes a request for disclosure to
the Privacy Specialist, the request will display in the
Privacy Specialist’'s work list

 The Privacy Specialist will then approve or deny the
request
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Disclosures

Approving/Denying a Disclosure of4)

1. Select the User tab
2. Select My Worklist hyperlink

3. Select the Edit hyperlink for the disclosure that the
Privacy Specialist will approve or deny

Tuesday, January 25, 2005 ( Patient Search  Logoff
User Admin Reguests Fequester

Patient
Current User: User Worklist
Wilzan, James
L= Thia,
User Worklist
My Profile i -
Activity  Reguest 2ctivity 1D Source Patiert Reguester Status CFS:;':”

Instance I Session |0
< by Wiorklizt
@ 364 29 Request Approval (Disclosure) Kramer, Peter  Kramer, Peter  Action Pending 012552005

Swvitch arganizations

Haval Ho=pital Worklist

58 Hequ!ast Activity 1D Source Patient Reguester Statusz Crestion Date
Instance D Seszsion D

There are ho activities for this quele

[ Accept )
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Disclosures

Approving/Denying a Disclosure @ofa)

4. Select Approved or Denied from the Activity Status drop-
down box

5. Click on the Update button

SUMmEy

History
Documents
Recuest Details
Dizclasure Details
Reguest Action

Create Mew Regquest
Search for & Request

Patient

Hame: Peter Kramer

SSH # 234125689

Birth Date: 05-11-1970

Address: 211 River Rd., Alexandria, WA 22454

RequesterRecipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandria, WA 22454

Instructions

|Reque51 Approval (Disclosure)

Activity Status (new activity stats code )

Approved

e st that was aporaved)

Cancelled
Route ta Privacy Specialist

Route to Other User
IO AT T PETTE Ry ERRTOvE Tegme 5ta, describe part of reque st that was denied)

K1

K|

Route Completed Request to Originator (route to the request creator for acknowledgement & docament preparation)

-

Comments (enter details about this activity)

[
[~

[ Update N
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Disclosures

Approving/Denying a Disclosure @ofa4)

 The approved/denied request will display in the Request

Activity History box

nursday | January 27, 2005

Fatient User Admin Requests Requester

wrrent Request: Edit Request
polosure

Request Activity History
mmary Activity Reguest L .
Ltory Inatance |0 Session D Activity ID Source  Patientld Reguester Id Us=er
cumerts 69 291 Request Approval Kramer, Kramet, James
guest Details (Disciosure) Peter Peter Wilzan
eclosure Details
guest Action

Request Session Details | Edlit )
Creste Mewy Request Drescription Details
search for  Request Request Type Disclozure

Patient Search  Logoff

Statuz  Crestion Date

Approved 0172572005

Cetailz of the Reguest

Dizclosure Type

Type: Law Enforcement Purposes, ID; 268, Date: 0112502005

Start Date 012552005
End Date Q242552005
PHI tems Comgplete Health Recaord(s)

Autharity “erified

Patient iz Requester

“erify Autharity Text

Patient is requester

Idertity Werified Patient [dertifier
“erify Identity Text license

Roaute ta Privacy Specialist Yes

Reguest Classification Medical

Request Format

Received Reguest in Writing
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Disclosures

Recording a Disclosure (ot 10

* Privacy Specialists have the ability to record and approve
disclosures in one step

* This eliminates the two step process of recording the
reguest, routing it to their work list, and then approving it
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Disclosures

Recording a Disclosure ot 10

1. Select the Patient tab
2. Enter patient search criteria
3. Click on the Search button

Thursday, January 27, 2005 (
Fatient . User Admin ./ Reguests

Current Patient: Patient Search
Mone
FMP-SSSH (Family Member Prefix ahd Sponsor SEN (T xx-mem-mm-xxeoe format])

Summary [0z s s
Feguests
Fecord Dizclosure _OR-
Accourting Suspensions
Dizclozure Restrictions by Hame fLast (Firet)
Avthorization
Patient Prafile I

Patiert Search -OR -

by Sy=tem ID (the Jdentifier created by this system for the person)

—

Fequester

Patient Search  Logoff
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Disclosures

Recording a Disclosure ot 10

4. Click on the radio button for the appropriate patient
5. Click on the Select button

Thursday, January 27, 2005 Patiert Search  Logoff

Patient Lser Admin Requests Requester
Current Patient: Patient Search Results
Mane
Summary Search Results for FMP-SSSH = [ *20-121131414 ] (sorted by birth date )
Reguests I FhP Mlame S5 Birth Date Addrezz
Record Disclozure ) .
Accounting SUspensions 292 20 Smith, Joe J 121131414 19658-07-05 23 King St. Charleston, SC 84536
Disclosure Restrictions FMALSSSN 20-121131414 (2004-07-20 to 2004-07-20)
Authorization
Patiert Profile
) i Select
Patient Search
Other options:

Adjust your search criteria and try again.
Creste g nevw Patient record.

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“aersion: 2,24
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Disclosures

Recording a Disclosure (ot 10

6. Select the Record Disclosure hyperlink

Patient Search  Logoff

Thursday, January 27, 2005

Fatient ser Admin Fequests Fequester
Current Patient: Summ ary
Stmith, Joe J
070501 968 An atternate address exists for this patient.
FRP-SS5h:20-
121131414

Summary kem Filters | Display ﬁ

2
ummary ™ an I Disclasures [ Suspensions ™ Restrictions [ Reports [T Letters [ authorizations [ Complaints

Fecord Dizclosure
a1ty = ans

Dizclozure Restrictions
Authorization

Patient Profile Copyright @ Hew Gewemance, Inc. 2000-2004, ALL RIGHTS RESERWED
wiarsion: .24

Patiert Zearch
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Disclosures

Recor

ding a Disclosure of 10

7. Click on the Change button to change or update the

requester

Thursday, January 27, 2005

Current Patient:
=mith, Joe J
0705 963
FMP-S550:20-
121131414

Summary

Requests

Recard Disclosure
Accounting Suspensions
Dizclozure Restrictions
Authorization

Patiert Profile

Patient Search

Fatient LUser Admin Feguests Feguester

Record Disclosure

Requester (iHe organization oF person requesting the disclosure) Change
Marme:
Address:

Phone:
Contact Persan;

Requester Authority (the guthority of the requester)
ILIndefined j

Request Form (the form of the disclosure request)

| Undtefined |

Request Date (the disciosyre reqguest date in MAWFODSYYY format)

[ T EF

Patient Search  Logoff
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Disclosures

Recording a Disclosure ot 10

8. Select the requester

Thursday, January 27, 2005

Patient User Admin Requests Requester

Current Patient: Requester Search
Smith, Jae J
070301 965 Choosze one of the following options:
FMP-SS5H: 20-
121131414 A. Select the Patient (the reguest Is being made by the Patient themsehes)

[smith, Jae J
SLIMIMELyY
Reguests
Record F)ISChZISUrE . B. Select a Third-Party Organization ¢z thirdparly requester, such as a law enforcement agency or Insurance company)
Accounting Suspensions
Disclosure Restrictions |Law Offices of Joe Gibbs, 1411 Jefferzon Davis, Arlington, wa, 20220 LI i Select ‘j
Authorization
Patient Profile

C. Search for a Person (search for another person, or add @ hew ohe*)

Patient Search . .
Hame {Last) (First) An * may be wsed a5 8 wildcard.

I . I

System ID (the identification namber created by this systerm far the person)

Patient Search  Logoff

I ¥ Include Patient Recards
¥ Include Man-Patient Recards

FMP-55H (an external identifier for the person)

| [ Search )

D. Search for an Organization (scarch for another organization, or add & new anpe®)

Hame (Al or part of the name of the organization. An * may be used a5 g wildcard )

DMIS Code (the external identiiier for the organization)

I ([ Search )
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Disclosures

Recording a Disclosure (ot 10

9. Record the disclosure detalls: (requester authority, form,

date, recipient, disclosure type)

10. Select the Disclosure Status from the drop-down box

Thursday, January 27, 2005

Patient User Adrnin Requests
N RS Record Disclosure
Smith, Joe J
0705 963
FMP-SE5M:20-
121131414 Requester (ihe organization or person requesting the disciosure) | Change b
Mame: Stnith, Joe J
Summary Address: 23 King St Charleston, SC 84536
Requests Phone: (803) 435-6759
Record Disclosure Contact Person:

Accounting Suspensions 5 .
Dizclozure Restrictions Requester Authority (the aothority of the requester)

Authorization | Patiert is Requester
Patient Profile

Request Form (the form of the disciosire request)

I Received Reguest inWriting LI

Patiert Search

Request Date (the disclosare request date In MMWOOSYYYY format)

|D1 (2712005 v|

* Recipient (the organization or person where the disclosore went) ( Change \J

Mame: Lavw Offices of Jog Gibbs

Address: 1411 Jefferson Davis, Arlington, W4 20220
Phone:

Cortact Person:

* Digclosure Type (the e of disclosire)

Lawy Enforcement Purpozes

Disclosure Status (the sigtus of the disclosdre)

Pending
Cancelled
omplete

LUEOOS Yy Format)

Treatment Start Date (the treatinent oF semvice start date Tn MWOOSYYYY format)

Regquester

Patiert Search  Logoff
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Disclos

Recording a Disclosure ot 10

ures

11. Scroll down the screen and enter: (disclosure date, origin

organization, disclosure purpose, and PHI description)

—_

=—p>

ICDmpIe’[e 'I

* Disclosure Date (the disclosyre date [n MWD/ format)

|D1 £27 12005 v|

Treatment Start Date (the freatment or service start date in MIWODVYYYY format)

|D1 A342005 v|

Treatment End Date (the tregtment ar senvice end date in MWW DDV YYY format)

|D1 HE£2005 v|

Treatment Identifier (e treatment or sendce identifier)

* Origin Organization fwhere the disclosure originated)
Jus T =l

* Disclosure Purpose (the purpose of the disclosare)
|Law Enforcement j
Cther:

| E

* Protected Health Information Description (the description of the Protected Health Information disclosed)

Complete Health Recordi=)
Consultation Reportis)
Discharge Summary

History and Physical Examinstion
Laborstory Test(s)

Operative Reportiz)

Pathology Report(=s)

I N B R B B

Progress Motes
Cther:
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Disclosures

Recording a Disclosure (ot 10

12.Scroll down to the bottom of the screen and click on the
Save button

r Laboratory Test(=)

r Operative Report(=)
r Pathology Report(=)

r Progress Motes
Cther:

3

Disclosure Comments (the INTERNAL comments for this disciosire - these do NOT show Qg in the Protected Health
Information disclosyre repott)

-
[~
Improper Disclosure (checked iF thizs disclosyre accured Improperiy)
r
Improper Disclosure Description (the detaiis about the Improper disciosyre)
-
[~

Improper Disclosure Mitigation (the detals abount how the impraper disclosire was mitinated)

K Ol
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Disclosures

Recording a Disclosure oof 10)

 The disclosure is now complete and only the disclosure
comments and improper fields can be updated

Thurzday, January 27, 2005 Patiert Search  Logoff
Fatient Lser Admin Fequests Requester

Current Patient: Record Disclosure

Stith, Joe J

071051 965

FrP-S55H: 20-

121131414

Summary Requester (the organization or person reqiesting the disclosyre)

Requests Mame: Smith, Joe J

Record Dizclosure Address 23 King St., Charleston, SC 54536

Accounting Suspensions  Phone: (803) 435-6733

Dizclosure Restrictions Contact Perzon:

Authorization ] .

Patient Profile Requester Authority (the authority of the requester)

|F‘atient iz Reguester j
Patient Search

Request Form (the form of the disclosore request)

I Received Reguest inWriting ;I

Request Date (the disclosyre request date in MIWOOSYY format)

|EI1 F2T 2005

* Recipient (the organization or person where the disclosure went)
Mame: Lawy Offices of Joe Gikbs

Address 1411 Jefferzon Daviz, Arlington, Wa 20220

Phone:

Cortact Perzon:

137



Disclosures

Amending Disclosures @ote)

e As a Privacy Specialist you are authorized to label a
disclosure as Improper

 Once a Disclosure status is marked as completed, it can
only be amended by marking it as an Improper Disclosure

— The disclosure was made incorrectly
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Disclosures

Amending Disclosures @ots)

1. Select the Patient tab
2. Search for and select the patient

Thursday, January 27, 2005 ( Patient Search  Logoff
Patient User Admin Feguests Feguester

Current Patient: Patient Search Results
Mone
Summary Search Results for FMP-SSSH = [ *20-121131414 | (sorted by birth date )
Requests D FhiF Mame S5 Birth Diate Address
Fecord Disclosure & 292 20 Smith, Joe J 121931414 1968-07-05 23 King St. Charleston, SC 84536
Accounting Suspensions
Lisclozure Restrictions FMPLSSSN 20121131414 [2004-07-20 to 2004-07-20)
Avthorization
Patient Prafile
. Select
Patiert Search
Other options:

Adiust vour zearch criteria and try again.

Creste a new Patient recard.
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Disclosures

Amending Disclosures @ots)

3. Place a check in the Disclosures box and click on the
Display button

Patiert Search  Logoff

Thursday, January 27, 2005

Patient Lser Admin Reguests Requester

Current Patient: Summary
Smith, Joe J

07051 968 An atternate address exists for this patient.

FMP-SS5M: 20-

121131414
Summary ltem Filters Dizplay 7

SUmmary ) ) L R )
[T sl ¥ Disclosures SUSpensions ™ Restrictions [ Reports [T Letters [ awthorizations [ Complaints

Requests

Record Disclosure

Accounting =uspensions

Dizclosure Restrictions

Athorization

Patiart Profile Copyrght & Mew Govemance, Ine. Z000-2004, ALL RIGHTS RESERWED
wiarzion: I.24

Patient Search
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Disclosures

Amending Disclosures @ots)

4. Select the ID hyperlink for the disclosure that you want to

Fatient Lser Admin Requests Fequester

Current Patient: Summar‘y’
Smith, Joe J
07 0551 965 An aternate address exists for this patient.
FrP-SS5M:20-
121131414

Summary tem Filters | Dizplay "J
=
H:QLT;ZE I an M Disclosures [ Suspensions [ Restricions [ Reports [ Letters [ authorizations I complaints

Record Dizclosure
Accounting Suspensions

Dizclozure Restrictions Disclogsures (Suspended disclosures are highlighted in red)

Authorization Protected Health
Infarmation

L Date Type Origin Feceived By Purpoze Statusz

Patient Profile

286 0172752005 Law Law Offices of Complete Heatth Recaordis)  Law Enforcement Complete
Enforcetmnent Joe Gibhs

Purpozes

Patient Search

OF 272004 Law 325th Joe J Smith Labaratary Test(s) Lawy Enfarcement Complete
Enforcement Mecdical
Purpozes Graup
100 OF 2002004 Research 325th Hame of Histary and Physical hedical Complete
Purpozes Medical Michele Examination, Progress
Group Motes
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Disclosures

Amending Disclosures ots)

Thursday, January 27, 2005 Patiert Search  Lodgaff
Fatient User Admin Feguests Reguester
Current Patient: Record Disclosure
Smith, Joe J
07051 965
Eﬂf{gfﬁim' This disclosure (1D #286) was created on 01/27/2005 at 11:09:57 AM EST, and last updated on 01/27/2005 at 11:09:57 AM
EST.
Summary Requester (the organization or person requesting the discliosgre)
Requests Marme: Smith, Joe J

Fecord Dizclosure
Accourting Suspensions
Dizclozure Restrictions
Avthorization

Patient Prafile

Patiert Search

Address: 23 King St., Charleston, SC 54536
Phone; (503) 432-6754
Contact Perzon:

Requester Authority (the suthority of the requester)
IF‘atient iz Reguester ;I

Request Form (the form of the discloswre request)

IReceived Request in Writing =]

Request Date (the disciosyre request date in MWDV YYY farmat)

IEI1 f2T 2005

* Recipient (the organization or person where the disciosire went)

Mame: Lawe Offices of Joe Gibbs

Address: 1411 Jefferzon Daviz, Arlington, WA 20220
Phane:

Contact Person;
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Disclosures

Amending Disclosures @ots)

6.

Scroll to the bottom of the screen and place a check in

the Improper Disclosure checkbox

Enter a description of the Improper Disclosure and
mitigation

Click on the Update button

Disclosure Comments jthe INTERNAL comments for this disclosure - these do NOT show g Jn the Protected Health
Information disclosnre repoit)

| =)

Improper Disclosure (checked iF this disciosire occwred Impraperiy)
v

Improper Disclosure Description (the detalls about the impraper disclostive)

zent to wrong address

Privacy Officer spoke with patient .

-
[
Improper Disclosure Mitigation (e detaliis about how the Improper disclosire was mitigated)
[—
[

{W«
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Disclosures

Summary

e You should now be able to:
— Record a request for disclosure as a Regular User
— Record a disclosure as a Privacy Specialist
— Approve/deny the disclosure

— Amend a disclosure
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Accounting of Disclosures

Objectives

* Once you have completed this lesson, you will be able to:
— Record a request for an accounting of disclosures
— Approve/deny a request for an accounting of disclosures

— Generate an accounting of disclosures report
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Accounting of Disclosures

Recording a Request @of9)

 An individual has a right to receive an accounting of
disclosures of protected health information made by a

covered entity in the 6 years prior to the date that the
accounting is requested

— DoD 6025.18-R Chapter 13

 Regular Users and Privacy Specialists can record a
request for an accounting of disclosures

* Only Privacy Specialists can approve or deny the request
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Accounting of Disclosures

Recording a Request @of9)

1. Select the Requests Tab

2. Select Create New Request hyperlink and/or click on the
radio button for Disclosure Accounting

3. Click on the Next button

Thursday, January 27, 2005 / Patient Search  Logoff
h Admin Fequests Fequester

Fatient User
ﬁ"'“‘-“‘ SENBESE Create New Request
ane
Select Request Type

EArCT T A enLest = Complaint

¢~ Dizclosure

Disclosure Accounting

Mext
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Accounting of Disclosures

Recording a Request @ofo)

= 4. Search for or select the patient
5. Click on the OK button
e Patient ser Admin Requests Reguester e
s S .

Create Mevy Request .
Search for a Reguest Patient Search

Use the current person:

Hame: Joe Smith
SSH &% 121131414

Birth Date: 07-05-13563

Address: 23 King St., Charleston, SC 84536 { Ok, «
_OR -

Search for another person:

FMP-SSSH (Family Member Prefic and Spansor SEN (U0 xocomoeooc format))

-0OR -

by Hame (Last) (First)

-0R -

by System ID (the Jdentifier created by this system for the person)

—
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Accounting of Disclosures

Recording a Request @of9)

6. Select the requester (patient is requesting an accounting

of disclosures)

Thursday, January 27, 2005
Fatient Llser Admin Requests Requester

Current Request: Select Patiert Select Requester
Dizclosure Accounting (T @ —
I- ! |

| )
[&]

Create Mew Request
Search for a Reguest Requester Search

Choo=e one of the following options:

A. Select the Patient (the request is being made by the Fatient themselves)

|Smith, Joe J

ILaW Offices of Joe Gibhs, 1411 Jefferson Daviz, Arlington, W& 20220 j [ Select “_;

C. Search for a Person (search for another person, or agd a new one*)

Hame fLast (RIFst) AR * mmay be dsed 25 3 wildcard,

I H I

System 1D (the identification number created by this syster for the person)

FMP-SSH (2h external identifier for the person)

I i Search )

D. Search for an Organization (segrch for another organization, oF add g new one®)

Hame (A5 or part of the name of the organization. An * may be nsed 85 8 wildeard.)

Patient Search  Logoff

B. Select a Third-Party Organization (2 thirilpanty reguester, sdch 25 2 law enforcement agency oF IRSHFERGE COMPERY,

I ¥ Include Patient Records
¥ Include Mon-Patient Records
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Accounting of Disclosures

Recording a Request ot

7. Confirm requester and recipient details (patient is
requester)

8. Click on the Next button

Thursday, January 27, 2005

Patiert Search  Logoff

Fatient Llser Adrmin Requests Requester

Current Request: Select Patient Select Requester
Digcl A, i i
isclosure Accounting 0 @ () 0

Creste MNew: Reguest L. .
Search foraRequest  Confirm Regquester and Recipient Details

Patient: Jog J Smith

Date of Birth: 1963-07-05

SEH: 121131414

Addres=s: 23 King St., Charleston, SC
84336

Requester: Jos J Smith change
Address: 23 King St., Charleston, SC 84536 | s Mew

Recipient: Same as regrester
zet & different recipient
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Accounting of Disclosures

Recording a Request @ofo9)

9. Enter the Request Detalils: (details of the request, identity

verification, authority verification)

Create Mew Request ]
Search for & Reguest Request Details

Details of the Request (requester's comments, or instractions abowt this request)

Patiert i= requesting an accounting of dizclozures.

Requester ldentity Yerified (was the requester's identity verified?)
ISDciaI Security Mumber LI

De=scription of Requester Identity Yerification (i the reqguester's identily was verified, how was it verified?)

Nilitary 1D -
>

Requester Authority Verified (was the reguester's authority to access information verified?)

IF‘atient iz Requester LI

Description of Requester Authority Verification (¥ the requester's authority was verified, how was it verified?)
Patiert i= requester| ﬂ
>

Thursday, January 27, 2005 Patient Search  Logaff
Fatient User Admin Reguests / Reqguester

Current Request: Select Patient Select Requester  Request Details

Dizclozure Accaurnting ':H_-{:J' fr:'J @ 'r‘i,
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Accounting of Disclosures

Recording a Request (of9)

10. Scroll down the screen and enter: (Information start and

end date, request format, and request classification)
11. Click on the Next button

Requester Authority Verified (was the requester’s anthority to access information verified?)

IF‘atierrt iz Requester ;I

De=scription of Requester Authority Verification (F the requester's autharity was verified, how was it verified?)
Patiert iz requester ﬂ
o

Information Start Date (the start date for the information In MMWOOSYYY farmat)

[121572004 v|

Information End Date (the end date for the information in MW DOS Y format)

|n1 12052005 v|

Request Format (the format in which this request has been Fecelved)

IHeceived Reguest in Writing j

Request Classification (an opliona! classification for this request)

I Attorney
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Accounting of Disclosures

Recording a Request @sofo9)

12.Enter in the Request Action details
13.From the Action drop-down box, select the appropriate

person to route the request to
14.Click on the Save button

Thursday, January 27, 2005
Patient User Adrmin Requests

Current Request: Select Patient Select Requester Request Detailz Request Action
Dizclosure Accountin
o (1) (2) (3) @

Creste Mew Reguest
Search for & Reguest Request Action
Patient
Hame: Joe Smith
SSH # 121131414
Birth Date: 07-05-1968
Address: 23 King St Charleston, SC 84536

RequesterRecipient
Hame: Joe J Smith
Address: 23 King St Charleston, SC 84536

Details of the Request [requesier’s comments about the scape of this request)
Patient is requesting an accounting of disclosures.

Approved Part (for partiaily appeoved requests, desceibe part of request that was approved)

Denied Part (for pardially denled requests, describe part of reque st that was denled)

Action (action for this reqguest)

| Route to My wiorkiist

=

Patiert Search

Logoff

154



Accounting of Disclosures

Recording a Request or9)

« The Request Summary screen will display

Current Request:
Disclosure Accounting

Summary
Histary
Documernts
Recuest Details
Request Action

Create Mew Reguest
Search far a Regquest

Thursday, January 27, 2005

Fatient User Adimin Feguests

Request Summary

Patient

Hame: Joe J Smith

SSH & 121131414

Birth Date: 07-05-1965

Address: 23 Wing St., Charleston, SC 84536

RequesterRecipient
Hame: Joe J Smith
Address: 23 Wing 5t., Charleston, SC 854536

Request Status: Routed Reguest For Acceptance
Request Creation Date: 01/272005 st 04:28:01 PM EST

Request Last Update Date: 01/2772003 at 04:23:01 Ph EST

Other Request Details
Description Details

Request Type Disclosure Accounting

Patiert Search  Logaff

Details of the Request

Patient iz requesting an accourting of disclosures.,

Start Date 121152004

Enc Date 0172002005

Avthoarity Verified Patient iz Requester

Werify Authority Text Patient iz requester
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Accounting of Disclosures

Approving/Denying a Request @of4)

 Once arequest for an accounting of disclosures has been
recorded, a Privacy Specialist must approve or deny the
request

* Once routed, the request will display in the Privacy
Specialist’s work list
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Accounting of Disclosures

Approving/Denying a Request of4)

1. Select the User tab
2. Select My Worklist hyperlink

3. Select the Edit hyperlink for that disclosure accounting

that you will approve or deny

y N

Thurzday, January 27, 2005

User Kdmin

Patient

User Worklist

Current User:
Wilzon, James

Patient Search  Logoff

Reguests Heguester

There are ho activities for this quens

LIS Thi&,
User Worklist
by Profile Activity  Reguest - . Creation
iml Inztance ID Session D Auctivity 10 Source  Patient  Reguester Status Dite
W 85 308 Request Acceptance (Disclosure Zmith, Joe  Smith, Joe  Action 015272005
Switch organizations Accounting) J J Pending
Haval Hospital Worklist
Activity Reqguest . . .
Instance ID Sezsion D Activity 1D Source Patient Reguester Status Crestion Date

[ Accept )
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Accounting of Disclosures

Approving/Denying a Request zof4)

 The Edit Activity Details screen will display

4. Select Accepted or Denied from the Activity Status drop-

down box

5. Click on the Update button

Thursday, January 27, 2005

Request Details

Request Action Address: 23 King St Charleston, SC 54536

RequesterRecipient
Create New Request Hame: Joe J Smith
Search for a Request Address: 23 King St., Charleston, SC 84536

Instructions

Patient User Admin
UG RS Edit Activity Details
Dizclosure Accounting
Patient
Summary Hame: Jog Smith
Histary SSH & 121131414
Documerts Birth Date: 07-05-1958

Requests Requester

IReques‘t Acceptance (Disclosure Accounting)

Activity Status (new activity status code )
I Accepted

Route to Privacy Specialist
Route to Other User

scribe part of reque st that was approved)

o sts, describe parnt of request that was denied)

Comments (enter detalls abont this activity)

«_hw

o =

Patient Search

Logaft
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Accounting of Disclosures

Approving/Denying a Request @of4

 The Disclosure Accounting Request screen will display
with the approved accounting of disclosures

Patient Search  Logoff

Thursday, January 27, 2005
Fatient Lser Admin Fequests Requester

I G EEE Disclosure Accounting Request

Dizclozure Accounting

Reportable Disclozures ghecked disciosuros will be fpcindad in the disciosure accounting repoH, suspondod

ﬁirt“maw disclosares are highfighted in red)
istary ; L
Documerts: Inchide Dlsc:gsure Diate Type Cirigin REEC;:IHQ FHI Purpose Status
Request Details ¥
Request Action 7 286 012752005 Lawy US ThA  Law Offices  Complete Health Law Enforcement Complete
Enforcement of Joe Gibbs  Record(=)
Purpozes
Create Mew Reguest -
Search for a Request = 137 OF2TE2004 Lawy 325th Joe J Smith Laboratory Test(s) Lamwy Enforcemernt Complete
Enforcement  Medical
Purposzes Group
= 100 072002004 Research 325th Hame of Histaory and Physical  Medical Camplete
Purpozes hedical  Michele Examination, Progress
Group Motes
Disclosures Accounting Suspensions
SuspEnsu:un Suspended Dizclosure Idertifier Start Date  End Date Camments
26 The zpecific dizclosure of type Law 07272004 OF 272004

Enforcement Purposes that occured on
0F 2772004 vwith a dizclosure D of 137

[ Creste )
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Accounting of Disclosures

Generating an Accounting of
_ Disclosures Report @or4

 An accounting of disclosures report is a summary of all of
the disclosures made for a particular patient

— Pending disclosures will not display in the report

 Once arequest has been approved, an accounting of
disclosures report can be generated

 The Privacy Specialist has the option to route the report
back to the originator
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Accounting of Disclosures

Generating an Accounting of
Disclosures Report @of4

1. From the Disclosure Accounting Request screen, click on
the Create button to generate the report

Thursday, January 27, 2005

Current Request:
Disclosure Accounting

Summaty
History
Documents
Request Details
Request Action

Create Mewy Reguest
Search for a Reguest

Patient ser

Adrmin

Disclosure Accounting Request

Requests

Patient Search  Logoff

Reguester

Reportable Disclosures {Checked disclosures will be inciaded in the disciosure gccounting report, suspended

disclosures are fightlighted i red)

Disclosure . Receiving
Include o Diate Type Origin Entity FHI Purpose Status
F 286 02772005 Law U= T Law Offices  Complete Health Law Enforcement Complete
Enforcemert of Joe Gibbs  Record(s)
Purpozes
= 137 0702772004 Law 325th Joe J Smith Laboratory Test(s) Law Enforcement Complete
Enforcemert  Medical
Purposes Group
" 100 072002004 Research 325th Hatne of History and Physical  Medical Complete
Purposes Medical  Michele Examination, Progress
Group Motes
Dizclosures Accounting Suspensions
SUSpEnSIDH Suspended Disclosure Idertifier  Start Date End Date Comments
26 The =pecific dizclosure of type Law Q7272004 Q7272004

Enforcement Purposes that occured on
07272004 with & disclozure ID of 137

e )
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Accounting of Disclosures

Generating an Accounting of
_Disclosures Report @ofs

2. Select the Protected Health Information Disclosure
Report hyperlink to create the report

3. If you want to route the completed request back to the

originator, place a check in the box and click on Confirm

Thursday, January 27, 2005 Patiert Search  Logoff

Patient User Admin Reqguests FRequester

LT BEEEEE Disclosure Accounting Request
Disclosure Accounting

Digclos * mbiow o view oF print the dociment)

Summary
History
Documents
Request Details r

Request Action
i Confim )

Completed Request to Originator (route to the request creator for acknowledgement £ document preparation)

Create Mew Reguest
Search for a Reqguest
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Accounting of Disclosures

Generating an Accounting of
_ Disclosures Report o4

 The Accounting of Disclosures Report will display

Ba

By 1 -

#h & BOB|E|| 1K « » b

|[& % |@f== - @ ODOOEE|2-®H

e

Signatures % Thumbnsils % Bookmarks

Protected Health Information Disclosure Report

Prepared Tor: Joe | Smith
Requested rom: US TMA

DTN

Generated on: O1-27-2005

hsclosure 1D:

286

Date:

2005-01-27

Disclosure Type:

Law Enforcement Purposes - Law Enlorcement Purposes

Disclosure Purpose:

Law Enforcement

Disclosed Health Information:

Complete Health Record(s)

Disclosure Originated From:

US TMA

Five Skyline Place. 5111 Leesbure Pike, Falls Church. VA 2204 1-3206

Disclosure Recipient:

Law OfTices ol Joe Gibbs
1411 Jellerson Davis, Arhington, VA 20220

Disclosure Requester:

Smith. loe )
23 King S, Charleston, SC 84536

[hsclosure [D-
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Accounting of Disclosures

Summary

e You should now be able to:
— Record a request for an accounting of disclosures
— Approve/deny a request for an accounting of disclosures

— Generate an accounting of disclosures report
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Accounting Suspensions

Objectives

e Upon completion of this lesson, you will be able to:

— Create an accounting suspension
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Accounting Suspensions

Creating a Suspension @of7)

The covered entity shall temporarily suspend an individual’s
right to receive an accounting of disclosures to a health

oversight agency or law enforcement official...DoD 6025.18-
R C13.1.2.1

Two types of disclosures can be suspended:
- Law enforcement purposes
- Health oversight activities

Privacy Specialists have the ability to enter an accounting
suspension in two ways

- Specific disclosure
- Type of disclosure

Once entered, the suspension can be viewed by all users
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Accounting Suspensions

Creating a Suspension @of7)

1. Search for and select a patient record

2. Select the Accounting Suspensions hyperlink

Patiert Search  Logoff

Sunday, January 30, 2005

Fatient User Admin Fequests  °/ Reguester
Current Patient: Summaw
Kramer, Peter
05M 1870
FRP-SSSk: 30- ——
Summary kem Filters | Display "J

21125767
[T an [T bisclosures [ Suspensions [ Restrictions [ Repartz [T Letters [ futhorizations [ Complaints

SUmmary
Requests

R _
Autharization Capyright & Mew Gnvemance;‘;l;zi.ninf.lf‘l?ﬂifﬂﬂt. ALL RIGHTS RESERNWED
Patient Profile o

Patiert Zearch
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Accounting Suspensions

Creating a Suspension @of7)

3. Select the Specific Disclosure hyperlink

Sunday, January 30, 2005 Patiert Search  Logoff
Fatient User Admin Feguests Reguester
TR0 L Accounting Suspensions
Kramer, Peter
0sM1M870
FrRP-SS5R:50- - h
3111 76T Accounting Suspensions
Suspension D Suspended Disclosure Identifier Start Date End Diate Commernts
SUMMEry
Requests Create Hew Accounting Suspension
Riecard Discinsure For th rit Patiert o their discl riting rights for & specific disel Use this t o & singl
Accounting Suspensions d;rcmzuc;grre iert, suspend their dizclosure sccounting rights for & epecifie disclogure. Use thiz to suspend a single

Dizclozure Restrictions

Aut.hcurizatic.-n Far the current Patient, suspend their dizclosure accounting rights for & type of digclogure. Uze this to suspend more than one
Patient Profile dizclozure of a particular type.

Patiert Search

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
‘Jersion: 2.24
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Accounting Suspensions

Creating a Suspension @of7)

4.

5.

Click on the radio button for the disclosure you want to

suspend

Enter the suspension details: (requesting statement and

form, justification, and start and end date)

Sunday, January 30, 2005

Current Patient:
Kramer, Peter
08114970
FiP-SS5M:30-
211128767

SUmmary
Requests
Record Disclosure
Accourting Susge

Patient Praofile

Patient Search

Patiert Search
Patient User Adrnin Reguests Reguester

Accounting Suspension

Patient Disclosures (Suspended disclosures are highlighted in red)

Dizclozure Receiving

Suspend o Date Type Crigin e PHI Purpoze Status
ol 268 0172572005 Law Us  Peter Complete Heatth Recard Laye Enforcement Complete
Enforcement TM&  Kramer (=)
Purpozes

* Requesting Statement (7he agency or official statement requesting the Patient suspension. If the request is oral, this must
Include the identity of the agency or official making the statement)

a5 requested by sttorney ;l

=
Form of Requesting Statement (The form of the statement requesting suspension)
Wiritten % aral ©

* Justification (mandatory comments explaining the justification for the Patient suspension)

directed by attorney ;I

=

* Start Date [ The start date fhomm which the disclosare will hot be reported o the Patieht in MDD YYY format)

|n1 1172005 v|

*End Date (The end date after which time the Patient will be able to access the disclosure In MMWDOSYYYY format)

Logoff
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Accounting Suspensions

Creating a Suspension @of7)

6. Scroll to the bottom of the screen and click the Save button

Form of Requesting Statement [ The form of the statement requesting suspension)
Wiritten % Oral ©

* Justification (mandatony cormments explaining the Justification far the Patient suspension)

directed by attorney ;I
[

* Start Date (The start date from which the disclosure will not be reported to the Patient in MW OLSYYYY format)

||:|1 £3042005 v|

*End Date (The end date after which time the Patient will be able to gocess the disclosyre In MW OO YY farmat)

|nzm5r2|:|ns v|

Identifier ([ The OPFIONAL Identifier for the suspension, colid be @ case humber, warrant himber, sdbpoena 10, etc.)

Comments [OPTIONAL geperal cormments about or for the Patient)

(Th

=
[
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Accounting Suspensions

Creating a Suspension of7)

7. Select the Summary hyperlink

Sunday, January 30, 2005 Patient Search  Logoff
Patient User Admin Reguests Reguester
SLLTEL S AR Accounting Suspension
Kramer, Peter
0511970
FrAP-Z550: 30-
2111287ET Patient Disclosures (Suspended disclosures are highlighted in red)
Disclosure .. Receiving
Suspend D Date Type Origin Ertity FHI Purpoze Status

e s 265 0172552005 Law U= Peter Complete Health Record  Laww Enforcement Complete
Record Disclosure Enfarcement TMa  Kramer (=)
Accounting Suspensions Purpozes
Dizclozure Restrictions
Aut.hu:urizatic.un * Requesting Statement (7The agency or official statement requesting the Patient suspension. ¥ the request Js oral, this must
Patiert Profile include the identity of the agerncy or afficial making the statement)

Patiert Search as requested by attorney ;I

=
Form of Requesting Statement [ 7he form of the statement requesting suspension)
uritten 1% Oral

* Justification (mandatory comments explaining the Justification for the Patient suspension)

directed by attorney ﬂ

[~
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Accounting Suspensions

Creating a Suspension of7)

8. Check the Suspensions checkbox
9. Click on the Display button

 The Disclosure that you suspended will display in the
Disclosure Accounting Suspensions section

Sunday, January 30, 2005 Patient Search  Logoff

Fatient Lser Admin Requests Reguester

Current Patient: S|_,|r|"|r'|"|a_l"_b'||r

Kramer, Peter
05M1M970
FRP-S=5R:30-
Summary kem Fiters | Display )]

211128767
[T an I Disclosures " Restrictions [ Reports [T Letters [ authorizations [ Complaints
Summary
Requests
Record Disclosure Disclosure Accounting Suspensions
Accounting Suspensions e
Disclosure Restrictions o Suspended Disclosure Idertifier  Start Date  End Date Comments
Avuthorization
Patiert Praofile 88 The zpecific dizclozure of type Law 0103002005 020552005
Enforcement Purposes that occured on
Patiert Search 01/25/2005 with a dizclosure [D of 268

Copyright & Mew Gowemance, Ine. 2000-2004, ALL RIGHTS RESERWED
“wiarsion: 224
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Accounting Suspensions

Summary

 You should now be able to:

— Create an accounting suspension
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Disclosure Restrictions

Objectives

e Upon completion of this lesson, you will be able to:
— Record a disclosure restriction request
— Approve or deny the disclosure restriction request

— Generate an approval or denial letter to be sent to the
requester
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Disclosure Restrictions

Recording a Restriction @ofs)

 DoD 6025.18-R Chapter 10 describes the rights to request
privacy protection for protected health information

— Covered entity is not required to agree to such requests

— Requests may be made orally or in writing, but must be
documented

— Covered entity must provide a response to the individual

* Privacy Specialists can record and approve or deny
requests for disclosure restrictions

— Once approved or denied, a letter with an explanation can
be generated
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Disclosure Restrictions

Recording a Restriction @ofs)

1. Select the Patient tab
2. Enter patient search criteria
3. Click on Search

Sunday, January 30, 2005
Fatient : Lser Adrmin ./  Reguests

Current Patient: Patient Search
Mone
FMP-SSSH [(Family Member Prefix and Sponsor SEN (T8 so-soo--oood format))

SUMIMEFy [ Ltz [erer
Fequests
Record Dizclosure _OR-
Accounting Suspensions
Dizclosure Restrictions by Hame fLast) {First)
Authorization
Patient Profile I

Patiert Search - OR -

by System ID (the identifier cregted by this syatem for the person)

—

Feguester

Patiert Search  Logoff
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Disclosure Restrictions

Recording a Restriction @ofs)

4. Click on the radio button for the patient
5. Click on the Select button
Sunday, January 30, 2005 Patient Search  Logoff
Patient User Admin Requests Fequester
S alit e 2 Patient Search Results
Mone
Summary Search Results for FMP-SSSH = [ *30-211128767 | (sorted by birth date )
Reguests D FhiP Matme s | Birth Date Address

Fecord Dizclosure

i ) ¢+ FE1 30 Kramer, Peter 234125689 1970-08-11 211 River Rd. Alexandriz, WA 22454

Accourting Suspensions

Lizclosure Restrictions FMELSESN 30-211128767 (2005-01-25 to 2009-01-25)

Authorization

Patient Profile

. Select
Patient Search
Other options:

Adiust your search criteria and try again.

Create a new Patient recard.
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Disclosure Restrictions

Recording a Restriction @ofs)

Sunday, January 30, 2005 Patiert Search  Logoff
Fatient User Admmin Fequests Feguester
Current Patient: Summaw
Kramer, Peter
0211970
FhP-S550:50- B [
311128767 Summary tem Filters | Display )
[T an I Disclosures [ Suspensions [T Restrictions [ Reports [T Letters [ authorizations [ Complaints:
SUMMmary
Requests
Record Disclozure
=~ L Copyright & Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
Patiert Profile version: .24
Patient Search
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Disclosure Restrictions

Recording a Restriction sofs)

7. Click on the New button in the Disclosure Restrictions box

Sunday, January 30, 2005

Current Patient:
Kramer, Peter
051870
FMP-SS5M: 30-
21128767

SUMmmary

Requests

Record Disclosure
Accounting Suspensions
Dizclozure Restrictions
Authorization

Patient Profile

Patient Search

Fatient Lser Admin Requests Requester
Disclosure Restrictions -
Disclosures Restrictions My ]
() Type Start Date End Date Outcome Destination

Copyright E Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wiersion: .24

Patient Search  Logoff

Detailz
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Disclosure Restrictions

Recording a Restriction ofs)

8. Enter Disclosure Restriction details: (Disclosure type, start
and end date, destination, and detalls)

9. Select Approved or Denied from the Outcome drop-down box
10. Click on the Save button

Sundary, January 30, 2005 Patient Search  Logoff
Fatient User Admin Feguests %/ Reguester
LB Disclosure Restriction
Kratmer, Peter
0gM1M870
FriP-Z=5R:50- Py ; ;
311195767 Disclosure Type (the tyoe of discloslre o restvict)
| Medical Faciity Patient Directaries x|
SUmimary * Start Date (The start date from which US TIMA will nat share this information with identifed parby; in MMDONYYYY format)

Reguests
Record Dizclosure |E|1 [26/2005 vl

Accounting Suspensions
Dizclosure Restrictions End Date ([ 7The OFTTONAL end date at which time US TMA will begin to share this information again, in MWD YCEY format)

Avtharization I—
Patient Profile

Patient Search * Restriction Destination (to whow Information Is being restricted?)

ISpDUSE

Details of Restriction (what information is being restricted?)

all medical records

Outcome (indicate whether request was appvoved or denied)

IApprDved j
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Disclosure Restrictions

Generating Correspondence aors

 Once you have approved or denied the disclosure
restriction you have the ability to generate an approval or
denial letter

e The letter will be pre-populated with the information that
you entered for that particular restriction
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Disclosure Restrictions

Generating Correspondence ¢ors

1. Select the Title hyperlink to access the letter

Once you have clicked on the Save button, the letters box
will appear

Sunday, January 30, 2005

Current Patient:
Kramer, Peter
08111970
FrP-SS5M: 30-
211128767

SUmtTEryY

Requests

Record Disclosure
Accourting Suspensions
Digclozure Restrictions
Authorization

Patient Profile

Patient Search

Patiernt Search
Patient User Adrnin Requests Requester
Disclosure Restriction
* Digclosure Type (the type of discioswre to restrict)
[ Medical Facilty Patiert Directories =

* Start Date [ The start date from which US TIMA will not share this information with identified parby, in MMWOOSYY format)

|01 (2662005 v|

End Date {The OFPTIONAL end date at which time US TIMA will begin to share this information again; In MW OO Y'Y farmat)
| =

* Restriction Destination (fo whom information /s being restricted?)

|spouse

Details of Restriction {what information is being restricted?)

2l medical records

X

Outcome [indicate whether request was approved or denied)

I Approved ;I

{ Updste )

Letters (Click on the link to view and print the docugnent
I Title
401 Disclosure Restriction - Approval Letter

Logoff
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Disclosure Restrictions

Generating Correspondence @ors)

 The Approval letter is generated

A& - -
|7 & | F: - &

8 &R0 E|K « > b||e e -@(DOOE DB

DEPARTMENT OF DEFENSE
US TMA
Five Skyline Place
5111 Leesburg Pike
Falls Church, VA 22041-3206

Bookmarks ™

30 Jan 05

Signatures

Peter Kramer
211 Raver Rd.
Alexandrna, VA 22454

Dear Peter Kramer

This letter 15 to inform yvou that we are granting your request to restrict vour Protected [Health Information
with a specific person or a spectlic business that vou identified in vour Health Information Restriction
Form. Your request has been approved.

Your information will not be disclosed to the specified person or entity. We wall comply with this request
until yvou tell us to end this restriction unless the information 1s needed to provide emergency treatment to
VoLl

[t vou have questions please contact the US TMA, Firve Skyline Place. 5111 Leesburg Pike, Falls Church,
VA 22041-3206,

Sincerely
185
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Disclosure Restrictions

Summary

e You should now be able to:
— Record a disclosure restriction request
— Approve or deny the disclosure restriction request

— Generate an approval or denial letter to be sent to the
requester
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Authorizations

Objectives

e Upon completion of this lesson, you will be able to:
— Create an authorization
— Generate a DD Form 2870
— Sign an authorization

— Revoke an authorization
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Authorizations

Creating an Authorization @ots

e The MHS uses the DD Form 2870 (Authorization for
Disclosure of Medical or Dental Information)

e Authorizes an individual or organization to disclose a
patient’s medical or dental information

 Once an authorization has been created, the DD Form
2870 can be downloaded from the Privacy Office website,
or from the DoD Forms website

e Can be generated using PHIMT
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Authorizations

Creating an Authorization ots

1. Select the Patient tab
2. Search for and select the patient

Sunday, Janusry 30, 2005 ( Patiert Search  Logoff
Patient Lzer Adrnin )

Reguests Reguester
Current Patient: Patient Search Results
Mone
Summary Search Results for FMP-SSSH = [ *20-121131414 | (sorted Dy birth date )
Feguests I FWP Mame SS5M Birth Date Address
Fecord Disclosure @ 292 20 Smith, Joe J 12113414 1968-07-05 23 King St. Charleston, SC 84536
Accounting Suspensions
Disclosure Restrictions FMPLSSSN 20121131414 [2004-07-20 to 2004-07-20)
Atharization
Patient Profile
. Select
Patient Search

Other options:
Adiust your search critetia and try again.
Create a new Patient recard.
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Authorizations

Creating an Authorization sots

3. Select the Authorization hyperlink

Patiert =earch  Logoff

Sunday, January 30, 2005

Fatient User Adrmin Fequests Feguester

Current Patient: Summaw
Stnith, Joe J
07050 955 An aternste address exists for this patient.
FMP-SSZEM: 20-
121131414

Summary ltem Filters | Display
5
Rzgﬂﬂi I an I Disclosures [ Suspensions ™ Restrictions [ Reports ™ Letters | Acthorizations [ Complaints

Record Disclosure
Accounting Suspensions
- Rgatrictions

Athorization

Copyright E Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“ersion: 2.24

Patient Search
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Authorizations

Creating an Authorization @ots

4. Select the Authorization Type from the drop-down box

5. Enter the authorization details: (reason for request,
releasing organization, and recipient)

Sundsy, January 30, 2005

Patient Search  Logoff

Patient . User Adrnin %/ Reguests \/ Reqguester
Current Patient: Authorization
Smith, Joe J
070381 965
FRP-SS50: 20- A
121131414 Type (the type of authorizaiion to create)
I Standard Luthorization -

Summaty Protected Health Infformation to be Released /the part of the medical record to be reledsed, sich 35 “camplete medical
Requests recora”, “nathalogy report’, elc.)
Record Disclosure
Accourting Suspensions [ |ertire medical record -
Dizclosure Restrictions L
Autharization
Patient Profile Reason for RequestiUse of Medical Information (g description of egch pavpose of the requested wse or disclosdre)

Patiert Search Continued Medical Care

Insurance
Legal
Perzonal Use

Retirement/=epatation

patient authorizes his brother to have a copy of entire medical record. ﬂ
-

Releasing Organization (Orgamization that released the authorization)

| UsADC-Hospital =

Recipient (the name, complete malling address, phaone and tax of the individual or class of individials to recelive the PHI)

1100 Main Strect 192




Authorizations

Creating an Authorization sots

=
6. Scroll down the screen and enter: (authorization start and
expiration date, treatment type, and treatment start and end date)

7. Place a check in the Generate Authorization checkbox
8. Click on the Save button

Authorization Start Date (the effective date of the authorization In MAFOLOYYY format)

IDB.I'DEEJ‘QDEM- v|

Authorization Expiration (the expiration date of the authorization In MWOONYYYY farmat, an Actior Complated may bhe Qsed
instead of @ date)

|nama2005 v|

Action Completed #he sxpiration event for the guthorization, stch a5 “Upop cormpletion of the investioation”, an Authorization
Expiration may be nsed instead of an action ¥ Anows)

| =

Treatment Type (iHe hype of Tregtment)
| Cutpatient and Inpatient -]

Treatment Start Date (the treatment or service start date Tn WAWFDD Yy forimat)

||33m1 /2004 v|

Treatment End Date (the breatment or senvice end date in MW OO farmat)

—

Generate Authorization (generate Anthorization for Discliosyre forr for printing plrposes)

S
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Authorizations

Creating an Authorization @ots

 The Signed Status and Revoked Status boxes on this
screen indicate if the DD Form 2870 is signed or revoked

i Update )

Signed Status
ITen o I the autharization is sighed)

-

Signed Date (the date that the authorization Is signed in MWOD/YYY format)

IEI'I £30/2005 v|

Signed By Person (the individual who signed the autharization)

| Joe J Smith |
Revoked Status

s . ed if the authorization is revoked)
r

Revoked Date (the date that the authorization was revaked in MWDV YYY farmat)

||:|1 moeons [EEle

Revoked By Person (the Individoal who revoked the authorization)

| Jae J Smith =l

{ Update
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Authorizations

Creating an Authorization ots

A note appears at the top of the screen indicating the
authorization is saved and that only the “Signed” or
“Revoked” status fields may be changed at this point

9. Select the Summary hyperlink

Sunday, January 30, 2005 Patient Search  Logoff

Fatient User Admin FHeguests Requester

Current Patient: Authorization
Sith, Joe J

07051 365
FrP-S55M: 20-
121131414

Authorization Document (the physical autharizatioh document generated by the appiication)

Standard Authorization (Documernt 1D #4027

Record Dizclosure

Accounting SUspensions  Type (the fyoe of autharization to create)
Dizclosure Restrictions

Autharization IStandard Avthorization ;I
Patiert Profile : ) )
Protected Health Information to be Released (the part of the medical record to be relfeased, such as “camplete medical
Patient Search record”, “pathology report’, etc.)
entire medical recard ﬂ
w

Reason for Requestlse of Medical Information (2 descripbion of each purpose of the requested use o disciosyre)

[T Cortinued Medical Care
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Authorizations

Creating an Authorization ots

10.Place a check in the Authorizations checkbox
11.Click on the Display button

Patiert Search  Logoff

Sunday, January 30, 2005

Fatient User Admin Reguests Feguester

Current Patient: Summaw
Smith, Joe J

0705 965 An atternate address exists for this patiert.

FrP-SS5R: 20-

121131414
Summary ltemn Filters | Display J

SUMmary ) ) L - )
™ an I Disclosures [ Suspensions ™ Restrictions [ Reports [T Letters B avtharizations | [ Complaints

Requests

Fecord Dizclozure
Accounting Suspensions
Disclhozure Restrictions

Autharization
Patiert Profile Copyright @ Hew Gowvemance, Ine. 2000-2004, ALL RIGHTS RESERVED
“wiarsion: .24
Patient Search
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Authorizations

Generate DD Form 2870 @ of2

 The new authorization will appear on the Summary screen

1. Select the authorization title hyperlink to generate DD
Form 2870

Sunday, January 30, 2005

Current Patient:
Smith, Joe J
07054 965
FMP-SS50;:20-
121131414

SUmmary

Requests

Fecord Dizclosure
Accounting Suspensions
Dizclosure Restrictions
Athorization

Patient Profile

Patient Search

Patient User Admin Requests

Summary

An atternate address exists for this patient.

Summary tkem Filters | Dizplay "J

I an I Disclosures [ SUSpensions ™ Restrictions [ Reports [T Letters

Authorizations (Revoked authorizations are highlighted in red)

Patiert Search  Logoff

Requester

¥ authorizations [ Complaints

T s Description Signed Expiration  Rewoked
40§ Standard Authaorization For disclosures of 'entire medical record' to 1100 Main 020372006

Street Wioodbridge, VA 22329
124 Standard Authorization For dizclosures of 'medical record' to 'Jenny Smith 152 072052004 OF27F2005 072002004

Broak Land Charleston =C 29404
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Authorizations

Generate DD Form 2870 ot 2

DD Form 2870 in Adobe Acrobat format
2. You may print the form and request the patient’s

sign

ature

A S @ - -

# & BOR|E|14 4« b b||@ |

2

-® DO0E |-

27 &~

Thutnbnzils

T - 3|

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

The purpose of this form is to provide the MTF/OTF/TRICARE Hesalth Flan with @ means o request the use andlor disclasure of an individual's protected health infermation. Guidelines regarding

use of this form are contsined in DOD Regulation 8028 18-F.

This form will not be used for suthorization o declese slcohol or drug sbuse patient information from medical records or for authorzation to disclose information from records of an aleohal or
drug stuse freatment program. In eddtion, any use as an suthorization to wse or disclose psychotharapy notes may not be combined with ancther authorization except one to use or disclose

peychotherapy notes.
Privacy Act of 1574 applies

PATIENT DATA

Mame {Last, First, MI)
Smith, Jog, J

Date of Birth Patient SSN
07-05-1968 121131414

Penod of Treatment
01-11-2005- 01-11-2005

Type of Treatment:
QOutpatient

DISCLOSURE

I authorize USADC-Hospital

(Name of MTF/DTF) 1o release my patient information 1o recipient:

1100 Main Street
Woodbridge, VA 22321

Reason for RequestUse of Medical Information:
Personal Use, patient authornzes his brother 1o have a copy of entire medical
record.

Infermation lo be Released:
entire medical record
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Authorizations

Signing an Authorization @ofs

 Once an authorization has been entered, it needs to be
signed by the patient for validation

o After the authorization is signed by the patient, a user has
the ability to document the signature within the PHIMT

199



Authorizations

Signing an Authorization @ofs)

1. Select the authorization ID hyperlink to return to the
detailed authorization record

Sunday, Janusry 30, 2005 Petiert Search  Logoff
Patient User Admin Reguests FRequester
Current Patient: Summary
Smith, Joe J
07051 968 An atternate address exists for this patient.
FIP-SSSh: 20-
12131414
Summary kem Filters | Dizplay -ﬁ
=
REQL:I;ZT; [T an I Disclosures [ Suspensions [ Restrictions [ Feportz [T Letters ™ muthorizations [ Complaints

Recard Disclosure

Accounting Suspensions

Dizclazure Restrictions Authorizations (Revoked authorizations are highlighted in red)

Authorization (] Title Description Signed  Expirstion  Rewvoked

Patient Profil= 402 Standard Authorization For disclosures of 'entire medical record to 1100 Main 02/03/2006

Street Woodbridge, WA, 22321

Patient Search

4 Standard Authorization For dizclosures of 'medical record' to 'Jenny Smith 152 072002004 OF 2702005 072002004
Brook Land Charleston SC 29404
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Authorizations

Signing an Authorization @ofs)

2. Scroll to the bottom of the page to the Signed Status box

3. Place a check in the Signed Status checkbox

4. Select the date and the authorizing person’s identity from

the drop-down box
5. Click on the Update button

Signed Status
Signed (checked if the authorization Is sighed)

¥

Signed Date (the date that the authorization is signed In MW ODSWYYY farmat)

||:|1 moons [EEl

Signed By Person (the indivicdual who signed the guthorization)

Joe J Smith

Revoked Status
Revoked (checked i the authorization is revoked)

-

Revoked Date (the date that the autharization was revoked in MW DONYYY format)

||:|1 £3072005 v|

Revoked By Person (the Individual who revaked the authorization)

[ Joe J Smith |

201



Authorizations

Signing an Authorization wofs)

6. Select the Summary hyperlink
7. Place a check in the Authorizations checkbox

8. Click on the Display button

Patient Search  Logoff

Sunday, January 30, 2005
Patient User Admin Requests Requester

Current Patient: Summaw
Stnith, Joe J

0705/ 965 An aternate address exists for this patient.
FliP-S55M:20-
121131414
Summary tem Filters | Display )
I an I Disclosures [ Suspensions ™ Restrictions [ Repors [T Lefters Ip Authu:urizatiu:unsl r Complaints

Record Dizclosure
Accounting Suspensions
Dizclozure Restrictions

Autharization
Patiant Profile Copyright & Mew Gowvemance, Ine. 2000-2004, ALL RIGHTS RESERVED
“Warzion: .24

Patient Search
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Authorizations

Signing an Authorization sofs)

 You will now see that the authorization indicates that it has
been signed

Sunday, January 30, 2005

Current Patient:
Stnith, Joe J
0705 988
FMP-SSS;:20-
121131414

SLmmaty

Feguests

Record Disclosure
Accounting Suspensions
Dizclozure Restrictions
Authorization

Patient Profile

Patient Search

Fatient Lser Adrmin FHeguests

sSummary

An atternate address exists for this patient.

Summary kem Filters | Dizplay "J

[T an I Disclosures [ SUEpensions I Restriction= T Reports [T Letters

Authorizations (Revoked authorizations are highlighted in red)
I Title:
402 Standard Authorization

Dezcription

For dizclosures of 'entire medical record' 1o 1100 Main
Street Wioodbridge, VA& 22321

Feguester

MV tutharizations T Complaints

Patiert Search  Logoff

Fewvoked

124 Standard Authorization For dizclosures of 'medical record' to 'Jenny Smith 152

Broak Land Charleston =C 29404

Q72052004 OF 272005 0752002004
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Authorizations

Revoking an Authorization @ots)

e DoD 6025.18-R, Section C5.2.5

* Privacy Specialists can revoke an authorization when
Instructed by a patient in writing

— Except if:
* The covered entity has taken action in reliance thereon

e Insurance coverage
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Authorizations

Revoking an Authorization ots)

1. Select the authorization ID hyperlink

Sunday, January 30, 2005

Fatient Admin Requests

Current Patient: Summary
Smith, Joe J
07 M2 965 An atternate address exists far this patiert.
FRP-SSSR: 20-
121131414

Summary lem Filters | Display )
=
REQLT;ZE:Z ™ an 7 Disclosures [ SUspensions ™ Restrictions [ Reports ™ Letters

Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Athorization 1T Title

Patient Profil= 402 Standard Authorization

Patient Search

Authorizations (Revoked authorizations are highlighted in red)

Description

For dizclosures of 'entire medical record’ to 1100 kain
Street Wioodbridge, VA 22321

Requester

Patient Search  Logoff

¥ aithorizations [ Complaints

Signed Expiration  Rewoked
01/30/2005 020372006

124 Standard Authorization

For dizclosures of 'medical record' to "Jenny Smith 152
Brook Land Charleston SC 28404

072002004 072702005 072002004
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Authorizations

Revoking an Authorization sots)

2. Scroll to the bottom of the screen to the Revoked Status box
3. Place a check in the Revoked check box

4. Select the date and the revoking person’s identity in the drop-
down box

5. Click on the Update button

Signed Status
Signed [checked iFthe authorization s signed)

W

Signed Date (the date that the authorization is signed in MWOOSWYY format)
[rmomoos | [l

Signed By Person (the individual who sighed the autharization)

| Joe J Smith |

Revoked Status

Revoked (checked if the authorization Is revaked)

v
Revoked Date (the date that the anthorization was revaked in MW DO farmat)

||:|1 mozons [EEl

Revoked By Person (the individnal who revaked the authorization)

| Joe J Smith |
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Authorizations

Revoking an Authorization @ots)

6. Select the Summary hyperlink to view the authorization
/. Place a check in the Authorizations checkbox

8. Click on the Display button

Patiert Search  Logoff

Sunday, January 30, 2005
Fatient User Adrmin Feguests Reguester

Current Patient: Su mmary

Smith, Joe J
07 241 965 An atternate address exists for this patiert.
FrP-SS5M: 20-
121131414
Summary tem Filters | Dizplay )
™ an T Discloswes [ SuUspensions ™ Restrictions [ Reports r Leﬁersl 7 .ﬂ-.uthcurizatinnsl r Complaints

Record Disclosure
Accounting Suspensions
Dizclozure Restrictions

Autharization
Patient Profile Copyright @ Hew Govemnance, Inc. 2000-2004, ALL RIGHTS RESERWED
‘Jirsion: 2.24

Patient Search
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Authorizations

Revoking an Authorization sots)

 The revoked authorization is highlighted in red

Sunday, January 30, 2005

Fatient Lser Admin Reguests

Current Patient: Summaw
Smith, Joe J
07 121 965 An atternate address exists for this patient.
FMP-SS5H: 20-
121131414

Ssummary lbem Filters | Dizplay "J
=
REQLEES?; T a1 [T Disclosures [ Suspensions [ Restriction= [ Reports [T Letters

Record Dizclosure
Accounting Suspensions

Dizclozure Restrictions Authorizations (Revoked authorizations are highlighted in red)

Patient Zearch  Logoff

Feguester

¥ avthorizations [ Complaints

Authorization (] Title Description Signed  Expiration  Revaoked
Patient Profil= 402 Standard Authorization For disclosures of 'ertire medical record to 1100 Main - 01/3002005 020302006 01/30/2005
Street Wioodbridge, VA 22321

Patient Search

124 Standard Authorization For disclosures of 'medical record' to 'Jenny Smith 152
Brook Land Charleston =C 29404

072002004 072702005 072002004
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Authorizations

Summary

e You should now be able to:
— Create an authorization
— Generate a DD Form 2870
— Sign an authorization

— Revoke an authorization
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Administrative Summary

Objectives

e Upon completion of this lesson, you will be able to:

— View administrative summary reports
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Administrative Summary

Administrative Summary Reports @otas

e Administrative summaries provide a visual representation
by organization of:

— Disclosures over a 12 month period
— All requests by type

— All requests over a 12 month period
— Top recipients of disclosures

— Top requesters for all requests

« Performed by Privacy Specialists and User Admins
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Administrative Summary

Creating Administrative Summary
_ Reports @ofg

1. Select the Admin Tab
2. Select the Administrative Summary hyperlink

Fatient User
Sl e Ll Administrative Summary
Wilzon, James
LS This

Origin Organizations I-- Select -

Crganizations
Gueue Users
Dizclozure Importz -
Capyright & Mew Gowvemance, Inc. 2000-2004, ALL RIGHTS RESERWED
wizrzion: 224

Dizclozure Imports Histary

Sunday, January 30, 2005 / Patient Search  Logoff
' Admin Feguests Fequester
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Administrative Summary

Creating Administrative Summary
_ Reports @ofg

3. Select your Organization from the drop-down box

Sunday, January 30, 2005

Current Admin:
Wilzon, James
L= Thaa,

Adminiztrative Summary
Administrative Statistics
Organizations

Gueus Users

Dizclozure Impartz
Dizclozure Imparts Histary

Fatient User Admin Feguests

Administrative Summary

Origin Organizations I-- Zelect --

10th MED GROUP-USAF ACADEWMY CO
10th Med GROUP- PETERSOM AFB
11TH MED GRP-BOLLIMG

11th YWing

12157 GEN HOSP SECQUL

12th MED GRP-RANMDOLPH

14th MED GRP-COLUMBLUS

15th MED GRP-HICK &M

16th MED GRP-HURLBURT FIELD

Reguester

TS RESERMWED

Patient Search  Logoff
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Administrative Summary

Creating Administrative Summar

Reports @ofg

The Administrative Summary reports will display

Other

ed Government Functions (Active Duty Disclosure)
esearch Purposes

Fublic Health Activities

Patient User Adrmin Requests Requester
T AT Administrative Summary
Wilzon, James
LS Tha&
Origin Organizations IUS This, LI
Administrative Summary
Adminiztrative Statistics Metrics Alerts
Organizations
Gyeue Lsers Logged On Users 2 Owerdus Reguests u]
Disclosure Imparts Total Disclosures 247 Pending Disclosures 100
Dizclozure Imparts Histary
Total Requests 264 Pending Reqguests 145
Disclosgures Over 12 Month Period All Requests Ouver 12 Month Period
g 125 2 150
B 100 B 129
% % 100
75
% % 75
£ 50 B S0
b= =
=z 25 = 25
D'vrcrvrtrvrtrvrvﬁ-vrcrln D'vtrvcrvrcrvvra-wﬂ-m
Qo Q o Q o Qo Qo Qo Q Qo Qo Q9 o Q Qo o Qo Q
o = B = E 3 0 oQ 2 @ c 4 = = £ 3 @ @ 2 @ ©
3233373538883 §22333733838S3
Time Time
Disclosures By Type
Wictims of Abuse, Neglect, gyﬁdénn}%nﬁ'fcq?g%%%séation AbOUtRseﬁsgsn'Ed by Law

Avert Serious Threats to Health or Safety
Cadawer Organ, Eye, or Tissue Donation Purpo)

Health Owersight Activities
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Administrative Summary

Summary

 You should now be able to:

— View administrative summary reports
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PHIMT
Presentation Summary

e You should now be able to:
— Describe the PHIMT application
— ldentify the user roles and permissions

— Perform the functions of the User Admin, Privacy Specialist,
and Regular User within the PHIMT
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Resources

 DoD 6025.18-R, “DoD Health Information Privacy
Regulation”, January 2003

o www.tricare.osd.mil/tmaprivacy/HIPAA.cfm
e privacymail@tma.osd.mil for subject matter questions
 hipaasupport@tma.osd.mil for tool related questions

 http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to
subscribe to the TMA Privacy Office E-News

« Service HIPAA Privacy representatives
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